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INTRODUCTION

I, the Chairman, Committee on Public Accounts, having been authorised by

the Committee to present this Report, on their behalf present the 33 rd Report on

paragraphs relating to Industries & Information Technology Department contained

in the Report of the Comptroller and Auditor General of India for the year ended

31st  March 2014 (General and Social Sector).

The   Report of the Comptroller and Auditor General of India for the year

ended 31st  March 2014 (General and Social Sector) was laid on the Table of the

House on  23rd March 2015.

The Committee considered and finalised this Report at the meeting held on

12th July, 2023.

The Committee place on records their appreciation of the assistance rendered

to them by the Accountant General in the examination of the Audit Report.

                                                                     SUNNY JOSEPH,
Thiruvananthapuram,                Chairman,

10th August, 2023.                   Committee on Public Accounts.



REPORT

INDUSTRIES AND INFORMATION TECHNOLOGY DEPARTMENT

[Audit paragraphs 4.1 to 4.16 contained in the Report of the Comptroller and

Auditor General  of  India for the year ended 31 March 2014 (General and

Social Sector)]

Information  System  Audit  of  ‘FRIENDS,  an  e-Governance  initiative  of

Government of Kerala’ 

Highlights

‘FRIENDS’,  a  key  mission  mode  e-Governance  (G2C)  initiative  of

Government  of  Kerala,  is  a  joint  venture  of  the  Department  of  Information

Technology (IT) and Local Self Government Institutions (LSGI). This was started

as  a  pilot  project  (FRIENDS  Janasevanakendram),  a  single  window integrated

remittance centre, to facilitate residents to pay their utility bills, tax and other dues

to Government without any extra cost at Thiruvananthapuram district in the year

2000. It was rolled out to the remaining 13 districts of Kerala in the next year 2001.

The  deficiencies  noticed  in  planning,  system  design,  organisational  and

management controls are given below:

The  application  was  developed  without  preparing  User  Requirement

Specification  (URS).  Even  though envisaged  to  be  an  automated  system,  non-

adherence to database normalisation principles, poor system design and inadequate

capturing  of  vital  data  necessitated  manual  intervention,  which  led  to  control

failures and embezzlement of money.

        (Paragraphs 4.9.1, 4.9.2 & 4.9.3)

There  were  persistent  delays  in  remittance  of  money  collected  from  the

FRIENDS Centres to Bank. The accumulated amount of money kept out of public

exchequer was ₹15.21 crore and ₹11 crore at Ernakulam and Kozhikode Centres

respectively. The total accumulated amount of money out of public exchequer from

all the Centres was ₹136.02 crore.

(Paragraphs 4.9.3.1, 4.9.3.2 & 4.9.3.3)
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Non-constitution of IT steering committee led to design of the system without

proper  vision  and  focus.  The  application  was  not  upgraded  in  line  with  the

technological advancements in the external environment.

(Paragraph 4.10.1.1)

No  norms  were  fixed  for  the  time  required  for  completing  a  transaction

resulting in large variation in the number of transaction of bills by various Service

Officers.

(Paragraph 4.10.3)

Absence of change control mechanism resulted in discrepancies in the system

generated reports and erroneous debit of  ₹10.74 lakh from FRIENDS accounts.

Similarly,  another  change  made  in  the  application  without  test  run  resulted  in

variation as high as ₹1.82 crore in different system generated reports.

(Paragraph 4.10.5)

System could not achieve the goal of providing single window remittance

centre to the public due to lack of timely managerial interventions and coordination

with participating agencies.

(Paragraph 4.13)

4.1  Introduction

FRIENDS  (Fast  Reliable  Instant  Efficient  Network  for  Disbursement  of

Services), a key mission mode e-Governance (G2C) initiative of Government of

Kerala and a joint venture of the Department of Information Technology (IT) and

Local Self Government Institutions (LSGI), was started as a pilot project in the

year 2000 in Thiruvananthapuram district  (FRIENDS Janasevanakendram). This

application provided facilities to the residents of Kerala State to pay their utility

bills,  tax  and  other  dues  to  Government  through  a  single  window  integrated

remittance centre, without any extra cost. It  was rolled out to the remaining 13

districts of Kerala by 2001.
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The  IT  Department  is  responsible  for  running  the  Project  in  the  space

provided  free  of  rent  by  LSGIs.  Departments  of  Revenue,  Motor  Vehicles,

Electrical Inspectorates, Civil Supplies, Kerala Police and agencies like KSEB57,

Kerala Water Authority58,  BSNL59,  Kerala State Cultural Activists Welfare Fund

Board and Universities of Kerala and Calicut and Mahatma Gandhi University are

the  participating  Departments/Agencies.  Among  these  Departments/Agencies,

except BSNL, all others provide their staff members on working arrangements and

the  expenditure  towards  their  pay  and  allowances  are  met  by  the  parent

Departments/Agencies concerned. As BSNL does not provide staff members, they

pay commission60 to the Project for collection pertaining to BSNL bills.

The  application  software  titled  FRIENDS  developed  by  Centre  for

Development of Imaging Technology (C-DIT61) in client server architecture was

deployed as local area network application software and put to use from 2000.

Subsequently,  a  centralised  web  based  re-engineered  software  titled

FRIENDS  Re-engineered  Enterprise  Enabled  System  (FREES),  developed  by

National Informatics Centre (NIC) on JAVA platform, was launched in 2010 in

Thiruvananthapuram district and rolled out to all other districts by March 2013.

FREES package runs with the operating system Red Hat Enterprise Linux Server

57 Kerala State Electricity Board Ltd is a public sector agency under the Government of Kerala
that generates and distributes the electricity supply in the State

58 Kerala   Water   Authority   was   established   on   1   April   1984   as   an   autonomous   body   of
Government of Kerala by converting the erstwhile Public Health Engineering Department,
for   the   development   and   regulation   of   water   supply   and   waste   water   collection   and
disposal in the State of Kerala

59 Bharat Sanchar Nigam Limited (BSNL), incorporated on 15 September 2000, took over the
business  of  providing of  telecom services and network management from the erstwhile
Central Government Departments of Telecom Services and Telecom Operations

60 Commission of ₹5 per each BSNL Mobile/CDMA phone bill and ₹6 per each BSNL Landline

phone bill
61 Centre   for   Development   of   Imaging   Technology   (C­DIT)   established   in   1988   by

Government of Kerala with a vision to ensure advancement of research, development and
training in imaging technology



4 

Release  5.8.  PostgreSQLPlus  Standard  Server  9.2  is  used  in  database  servers,

JBoss EAP 5.1 in application servers and Apache 2.2.3 in web servers. The system

is hosted in the State Data Centre-2 at Thiruvananthapuram and connectivity to

seven  out  of  fourteen Janasevanakendrams is  established  through BSNL leased

line,  six  through KSWAN62 and  the  remaining one  uses  both the  KSWAN and

BSNL leased line. Hardware included 6 Intel Xeon servers and 2 AMD Opteron

servers  for  the centralised  web-based  application (2  web servers,  3  application

servers, 2 database servers and 1 test server).

4.2  Organisational Setup

Kerala State Information Technology Mission (IT Mission), an Autonomous

Body under the Government of Kerala, is the implementing and monitoring agency

of FRIENDS project. This project is managed by Director of IT Mission, who is

assisted by Mission Coordinator (FRIENDS), who in turn coordinates activities of

all the Centres.

There are fourteen FRIENDS Janasevakendrams, one each in every district

headquarter. These Centres are supervised by two Project Managers (PM), who are

in charge of each shift. The State Bank of Travancore deputes personnel to collect

money from all Centres and credits in FRIENDS Pooling account. In variation to

other Centres, Janasevanakendram Thiruvananthapuram has one Central Accounts

Manager (CAM). As the application is not equipped with the provision for real

time/online  communication  with  the  bank  data,  CAM  is  entrusted  with  the

responsibility of reconciling the amount reflected in the Pooling account with that

of the FREES application.

62 Kerala State Wide Area Network (KSWAN) is envisaged to be the core common network
infrastructure for e­governance and the State Information Infrastructure, connecting all the
14 districts including 152 Block Headquarters.
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4.3  FREES data flow and cash flow

Chart 4.1

Chart showing the cash flow and data flow

(1) Residents pay bills in various FRIENDS centres.

(2) Service Officers access central server for bill transaction. Where real-time
server  connectivity  is  established,  central  server  fetches  data  from
Participants’ servers and update the participants’ servers with transaction
details.
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(3) Collection details are sent to Participants, which are offline, for updating 

at their end.

(4) Bank personnel collect money and deposit in FRIENDS Pooling A/c.

(5) CAM accesses FREES data and reconciles with Bank data and authorises 

electronic fund transfer.

(6) Government account and the participating bank accounts, as the case may

be, are credited by debiting the Pooling A/c.

(Source: Information obtained from the IT Mission Headquarters)

4.4  Audit objectives

The objectives of the information system audit are to assess whether:

• The objective of FRIENDS/FREES to facilitate residents to remit taxes  

and other utility payments due to Government through a single window 

payment system has been achieved;

• Collection  of  dues  by  the  participating  departments  has  improved  by  

partnering with FRIENDS/FREES and

• The system design and the controls provide assurance that the interests of 

residents and participating departments are protected.

4.5  Sources of audit criteria

• System Requirement Specification (SRS) and Project documentation. 

• Minutes and Decisions of the Governing Body and Circulars issued by the

Government and IT Mission.

• IT Policy, 2012 of Government of Kerala. 
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• Best  international  practices  adopted  in  IT  projects  contemplated  in  

Guidelines issued by INTOSAI63 (Information System Security Review  

Methodology)  and  ASOSAI64 (Information  System  Security  Review  

Methodology) for Information System Audit.

4.6  Scope of audit

Audit analysed the implementation of re-engineered application FREES for

the period  from June 2010 to March  2014.  Audit  also  analysed  the  FRIENDS

system to assess whether the lacunae in the old system have been addressed in the

new application FREES.

4.7  Audit methodology

Audit was conducted during October 2013 to January 2014, and from June to

July  2014.  An  entry  conference  was  held  with  the  Secretary  to  Government,

Information  Technology  on  4  October  2013.  In  addition  to  the  IT  Mission  in

Thiruvananthapuram,  audit  team  visited  Janasevanakendrams  in

Thiruvananthapuram, Idukki, Ernakulam, Malappuram, Kozhikode and Kannur for

verification of  the  working  of  the  system and held  interviews,  on the  basis  of

questionnaire prepared for the purpose, with end-users to assess the usefulness and

user- friendliness of the software. A beneficiary survey65 was also conducted with

residents to assess the level of services rendered by the project, and the satisfaction

of the residents about this project.

An exit conference was held (9 December 2014) with the Principal Secretary

to Government (IT), wherein the audit findings were discussed. Views of the State

Government and their replies have been incorporated in the report suitably.

63 The International Organisation of Supreme Audit  Institutions (INTOSAI) operates as an
umbrella organisation for the government audit community. It provides an institutionalised
framework   for   supreme   audit   institutions   to   promote   development   and   transfer   of
knowledge, improve government auditing worldwide and enhance professional capacities,
standing and influence of member SAIs in their respective countries

64 ASOSAI (Asian Organization of Supreme Audit Institutions) is one of the Regional Groups
of the International Organization of Supreme Audit Institutions (INTOSAI)

65 The questionnaire  prepared  for   the survey  is  given  in  Appendix 4.1  and the result  of
survey in Appendix 4.2.  Relevant portions of the result of survey have also been included
along with audit comments
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4.8  Acknowledgement

Audit would like to acknowledge the cooperation extended by the Principal

Secretary to Government (IT), Chairman and Director of IT Mission, officers and

staff, and the heads of Janasevanakendrams visited by audit team.

Audit Findings

4.9   Poor System design

4.9.1 User Requirement Specification (URS) and System Requirement Specification (SRS)

The properly documented User Requirement Specifications (URS) obtained

from  users  and  System  Requirement  Specifications  (SRS)  by  the  software

development team ensure that the needs of the users of the system have been taken

care of  and the software developed meets the business  requirements.  However,

Audit  noticed that  User  Requirement  Specifications were not  prepared.  System

Requirement  Specifications  for  the  re-engineered  application  FREES  was  thus

prepared without obtaining the requirement of all stakeholders. In the absence of

URS,  Audit  was  unable  to  assess  the  achievement  of  intended  benefits  of  the

project.

4.9.2  Lack of system automation

Even though FREES is a centralised web based application, Audit noticed

manual interventions in the processes, which could have been avoided with proper

system design. These issues pertained to the core functionalities of the application

which led to serious control failures. The issues identified in test check are given

below:

• Audit  noticed  that  the  money  remitted  in  various  FRIENDS Centres  

wasbeing collected by the banking personnel deputed by concerned bank 

branches. The collected amount is transferred to the respective account of 

FRIENDS  Project  (i.e.  Pooling  account  maintained  at  State  Bank  of  
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Travancore, Thiruvanan thapuram). In the absence of proper planning, the 

system was not automated to ensure electronic data interchange66 with the 

FRIENDS  Centre  and  the  bank,  instead  the  CAM  was  given  the  

responsibility to reconcile the FRIENDS Pooling Account data with that 

of FREES application manually, which is avoidable.

• BSNL paid commission to the project for collection pertaining to each  
BSNL bill. The system did not make provision for transferring the net  
amount  to  BSNL  after  deducting  the  commission  due  from  BSNL  
automatically. Instead the whole amount was transferred to BSNL, who 
worked out the commission and this amount was credited to an account 
exclusively maintained for this purpose by each of the FRIENDS Centres.
The money in this  account  was subsequently credited to  Government  
account and to Akshaya District Project Office. This procedure was not  
only inefficient, but also prone to misuse and embezzlement. Audit data 
analysis revealed an embezzlement of ₹ 3.53 lakh in Kozhikode Centre 
from this account by drawing personal cheques, which could have been 
avoided with proper system design.

4.9.3  Non-adherence  to  database  normalisation  principles  and  improper
designing of tables

Database Normalisation is the process of organising the fields and tables of a
relational  database  to  minimise  redundancy.  Normalisation  usually  involves
dividing large tables into smaller (and less redundant) tables and defining relations
between  them.  Audit  noticed  that  database  normalisation  principles  were  not
followed and there were deficiencies in designing of tables as detailed below:

• The  primary  transaction  table  named  ‘Collection Master’  contained  
1,08,76,286 records as on 8 April 2014 and audit analysis has revealed  
that of these, 97,32,401 records related to the financial year (FY) 2013-14,
9,72,051 records related to the FY 2012-13, 13,107 records pertained to 
the FY 2011-12 and 758 records related to the FY 2010-11. Storing of  

66 Electronic data interchange (EDI) is an electronic communication system that provides
standards   for   exchanging   data   via   any   electronic   means.   By   adhering   to   the   same
standard, two different entities can electronically exchange documents (such as purchase
orders, invoices, shipping notices, and many others)
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these  records  in  the  respective  tables/databases  for  each  of  the  past  
financial  years  as  historical  data,  could have increased the processing  
speed. 

• The  transaction  table  was  used  to  store  bill  collection  details  

(Collection Master)  that  automatically  captured  the  date  and  time  of

collection in one of its fields (Updated  On), with which the collection

pertaining to each day and shift were identified. There was another table

(Bank  Remittance)  to store particulars  about crediting of the collected

money into the bank account.  Instead of storing the date of collection,

‘Bank   Remittance’ table had two fields to store ‘collection-from-date’ and

‘collection-to-date’.  Audit  observed  that  due  to  this  design  deficiency,

relationship between these two tables could not be established. 

• Similarly,  Payment_To_Departments  table  stores  payments  to  participating 

departments/agencies.  Here  also  direct  relation  of  this  table  was  not  

established with the collection table so as to enable generation of reports 

of date-wise payments to departments concerned.

Due  to  the  deficiencies  in  the  design  of  tables  as  mentioned  above,

meaningful MIS reports for monitoring the timely remittance of money collected

from FRIENDS Centres to the banks and to the participating departments could not

be generated. This along with lack of proper system automation (as mentioned in

paragraph 4.9.2) resulted in instances of embezzlement and delay in remittance to

bank as detailed below.

4.9.3.1   Embezzlement of cash - FRIENDS application

In  the  erstwhile  FRIENDS  application,  Project  Manager  in  Ernakulam

embezzled an amount of ₹15.99 lakh relating to the collection of 18 August 2012.

The FRIENDS application did not have provision for capturing details of date of

remittance into bank, which was one of the reasons due to which the embezzlement

could  not  be  detected.  It  was  detected  only  after  BSNL  made  a  formal

representation to the Director of IT Mission on non-receipt of the amount due to

them.  This  amount  has  not  been  remitted  till  date  (December  2014)  and  the
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notional interest at the rate of 18 per cent67 per annum on account of this would

work out to ₹6.96 lakh as on 1 January 2015.

Audit  noticed  that,  during  this  period,  a  whistle-blower  was  repeatedly

reporting to the IT Mission about the suspected fraudulent activities of the Project

Manager in the Centre. The whistle-blower sent six intimations68 to the IT Mission

during the period from March to October 2012. All of these letters were ignored

and actions not initiated until BSNL made the complaint.

Audit  also  noticed  that  the  Project  Manager  deliberately  defaulted  in

depositing the collected money into the bank by providing misleading information

to the bank. During the period from January to October 2011 there were defaults in

remitting cash once or twice a month, which increased to 16 defaults in a month

(October 2012).

Audit analysis relating to Ernakulam Centre for the period from January 2011

to March 2013 revealed that in 163 instances there were delays in remitting cash to

bank. Audit analysis further revealed that during this period not only the frequency

of non-remittances increased, but also the number of days the money retained by

the Project Manager (PM) also increased. In four instances, the money retained by

the PM ranged from 35 days to 287 days as shown in Table 4.1.

Table 4.1: Details of remittances of cash into bank, where the  delay exceeded

one month

Collection date Remittance date Amount (₹ in lakh) Delay in days

28-5-12 12-3-13 9.36 287

27-9-12 12-3-13 27.14 165

21-10-12 27-12-12 3.52 66

23-4-12 29-5-12 13.05 35

(Source: Analysis of data obtained from FRIENDS Centre, Ernakulam)

67  Penal interest is generally charged at the rate of 18 per cent per annum.
68 E­mails dated 20 Mar 2012, 29 Mar 2012, 23 Apr 2012 and letters dated 10 Oct 2012, 27

Oct 2012 and 30 Oct 2012
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From November 2012, the money kept out of public exchequer was as high

as ₹87.33 lakh with an average of ₹33.98 lakh per day. Data analysis revealed that

owing to delay in bank remittances from the above 163 instances, the accumulated

amount of money kept out of public exchequer was  ₹15.21 crore in Ernakulam

Centre alone with consequent notional loss of interest.

The  Government  stated  (November  2014)  that  disciplinary  and  criminal

procedures were initiated against the erring Project  Manager.  Actions were also

initiated to recover the short remittance from the offender. The reply is not tenable

in audit as the project has quantified the embezzled amount as only  ₹15.99 lakh

and has not addressed the issue of rectifying the deficiencies in the system. Some

of the systemic issues,  which caused the embezzlement,  are still  present in the

newly developed and implemented re-engineered application FREES.

4.9.3.2 Embezzlement of cash –FREES application

The re-engineered application FREES was launched with the aim to facilitate

central monitoring and to manage the daily collection at all the Centres effectively.

However, Audit observed that in view of the system deficiencies referred to in the

paragraphs 4.9.1, 4.9.2 and 4.9.3, delays in remittance of cash to bank continued,

which has resulted in embezzlement of cash at Kozhikode Centre. 

Consequent  on  the  media  report  on  embezzlement  of  cash  at  Ernakulam

Centre  and  having  learnt  about  the  delay  in  remittance  of  cash  at  Kozhikode

Centre, the Inspection Wing of the Finance Department of Government of Kerala

made a surprise visit  to  Kozhikode Centre on 8 November 2013. The physical

verification of cash at the Centre revealed cash deficit of ₹1.01 lakh, which has not

been remitted till date (December 2014).

Audit  data  analysis  revealed  that  there  were  157  instances  of  delay  in

remittance of cash into bank during the period since the installation of FREES (16

January  2013)  in  Kozhikode  Centre  till  the  Project  Manager  was  booked  on

8 November 2013. The delays ranged up to 9 days. During this period, from the

above  157  instances,  the  accumulated  amount  of  money  kept  out  of  public

exchequer was ₹11 crore with consequent notional loss of interest.
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The  Government  stated  (November  2014)  that  criminal  procedures  were

initiated against the erring Project Manager. The reply is not tenable in audit in

view of the fact that the reply is silent on mitigating the risk by resolving system

deficiencies, which cause these embezzlements.

4.9.3.3   Delay in remittances into bank

Analysis of FREES application data revealed delays in remittances of money

collected to bank in 2,749 instances. The delay ranged from one to 30 days. Owing

to delay in bank remittance, the accumulated amount of money kept out of public

exchequer from all the Centres was found to be  ₹136.02 crore69 with consequent

notional loss of interest till the end of financial year 2013-2014. Audit cannot rule

out  the  possibility  of  embezzlement  of  cash/utilizing  Government  money  for

private use during these periods.

4.9.4 System deficiencies resulting in data loss

Data loss is an error condition in information system in which information is

destroyed by failures or neglect in storage, transmission, or processing. Analysis by

audit has revealed system deficiencies resulting in data loss and the examples are

given below:

• One user identified by the code “SSK” did not log in to the system on 12 

May 2013 as per the login table, whereas the same user collected money 

on the same date as seen from the collection table. 

• As per the data available in the login table, the user “SKA” logged in to 

the system on 22 March 2010 only during the period from 09:20:45 to  

09:26:07, 09:26:20 to 09:38:40 and from 14:26:21 to 14:29:36. However, 

as per the data available in the collection table, the same user collected 43 

bills at 09:39:13, 09:47:48, 09:54:06, etc. Data analysis revealed 304 such 

cases establishing data loss. 

69 This amount includes ₹11 crore referred to in the previous paragraph
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• There were 2684 instances, where those logged in were not seen logged 

out on the same day.

Loss of data while saving records is a serious risk in an information system,
which requires to be addressed immediately.

4.9.5  Non-creation of essential master table

A good database needs to be designed to ensure minimum level of mistakes
at  the  time  of  data  entry.  One  of  the  methods  to  achieve  this  objective  is  by
designing  master  tables  and  transaction  tables  with  a  master-detail  relationship
between master table and transaction table. The master table will work as a lookup
table from which proper data values can be picked up in the user interface for
restricting junk values to be stored in the tables. Correctness of data in the master
and standing files is of vital importance and critical to the processing and reporting
of financial and operational data as the information on master files can affect many
related transactions and must therefore be adequately protected. 

There is a table to store user credentials of every staff member. Data in the
designation field of this table is entered/updated by each of the Project Manager
whenever a change takes place. As the designation field is an element required for
grouping in generation of various MIS reports, uniqueness of data in the field is
vital.  To ensure unique capturing of data in the field,  the designers  could have
created a table for designation, in which the values were to be stored at the design
stage and authenticated at the requisite level. The designation field of user table
could be designed as a list box70 linked to the designation table. Audit noticed that
in its absence, the designation of Service Officer was repeated several times with
different  spellings  (like  ‘Service  Officer’,  ‘serviceofficer’,  ‘so’,
‘sERVICEoFFICER’,  ‘ServiceOfficer’,  etc.)  causing inaccuracies  in  MIS report
generation.

4.9.6  Deficiency in user interface

In  the  case  of  Municipal  Corporations,  where  real  time  connectivity  is
available  (referred  to  as  ‘web-driven’ mode in  the  application),  when a  bill  is
produced to a Service Officer (SO) for effecting payment, the SO has to input key

70 A list box is a graphical control widget that allows the user to select one or more items
from a list contained within a static, multiple line text box
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information,  like  consumer  number,  bill  number,  bill  date,  district,
ward/section/sub section, etc., to fetch the actual bill amount from the server. If
responses from the server are not received within a reasonable time owing to high
network traffic or unmanageable server hits, the SO has the option to switch to
‘customer-driven’ mode that would enable him to input the billed amount from the
bill.  However,  Audit  noticed that  on such occasions,  when the SO switched to
customer-driven mode, the already entered data was deleted compelling the user to
enter the data again.

4.10   Control activities

4.10.1   Managerial Controls

4.10.1.1   Absence of IT steering committee

IT steering committee typically performs the following roles and fulfills these

responsibilities:

• Develops policy, develops an operating charter formalizing these roles and

responsibilities

• Develops and maintains a set of project “Vision and Goals”. 

• Manages scope,  cost  and  the  project  and  champions business  process  

improvement

• Coordinates with related projects and programs and obtains support from 

stakeholders.

However,  Audit  has  observed  that  the  Government  of  Kerala  has  not

constituted  an  IT  steering  committee  denying  the  valuable  benefit  such  a

committee could have provided to this project. Being an IT system, there should be

constant upgrade of the application in line with the technological advancements. If

not, the system will become outdated and lose relevance. In the case of FRIENDS,

even basic enhancements  like  provision for  accepting payments  through credit/

debit  cards  could  not  be  incorporated  into  the  application.  Though  there  were

instances of multiple embezzlements and delayed remittances due to system design

deficiencies,  concrete  action  was  not  taken  to  address  the  noticed  system

deficiencies, which caused such irregularities.
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Automated  emails  and  mobile  messaging  services  for  enabling  real  time
managerial  monitoring  of  delay  in  bank  remittances  and  transfer  credit  to
stakeholders  concerned  were  not  made use  of.  Real  time assessment  of  server
downtime,  network traffic,  server  hits,  time taken for  each transaction, etc.,  by
utilisation of metadata71 was not considered. All these point to failure of managerial
oversight, which could have been addressed, if an IT steering Committee was in
place.

4.10.1.2   Absence of post implementation review

A Post Implementation Review (PIR) is an activity that is carried out after a
new business system has been implemented. The objectives of PIR are to assess the
system  functionality,  performance,  and  cost  versus  benefits  and  to  assess  the
effectiveness of the life-cycle development activities that produced the system. The
review results can be used to strengthen the system as well as system development
procedures and re-engineering. But, Audit noticed that the Management had not
conducted any post implementation review of this application.

There was no provision in the erstwhile FRIENDS application to store the
details of remitting the collected amounts into banks and their final transfer to the
accounts  of  concerned  stakeholders.  These  deficiencies  prevented  the  top
Management from exercising managerial controls. The lacunae in the system paved
the way for embezzlement of cash. The deficiency continued to exist in the re-
engineered application FREES also.

The Government stated (November 2014) that instructions were issued to the
CAM to inform the Management about the delay in remittance on a daily basis.
The reply is not tenable in audit in view of the fact that instead of adopting manual
monitoring mechanism, the system should provide facilities to generate required
MIS reports for enabling centralised monitoring by the Management as envisaged
by the re-engineered application software.

4.10.1.3    Revoking of validation controls

Designing of tables without properly relating ‘Collection_Master’ table with

71 Metadata   is   'data   about  data'.   The  main  purpose   of   metadata   is   to   facilitate   in   the
discovery  of   relevant   information.  Metadata  also  helps  organize   electronic   resources,
provide   digital   identification,   and   helps   support   archiving   and   preservation   of   the
resource.
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‘Bank_Remittance’  table  was  pointed  out  in  paragraph  4.9.3.  Audit  noticed

revoking of validation controls leading to duplication in dates stored in the table

relating to bank remittances. Insufficient validation controls resulted in generating

challans again in respect of deposit to banks, which were already generated. Thus

overlapping dates caused duplicate values in generation of reports. Data analysis

brought  to  light  2,068  duplicate  values  in  ‘collection-from-date’  and  2,067

duplicate  values  in  ‘collection-to-date’ rendering  the  data  useless  for  any  MIS

reports.

4.10.2   Delay in collection of cash by designated bank

As per the MoU signed with banks, the banks were to depute personnel to

collect money relating to the second shift of the previous day and first shift of the

day from all the Centres at 2.00 PM on every bank working day (except Saturday,

on which the collection relating to the second shift of the previous day would be

collected at 11.00 AM) thereby permitting the money collected on Saturday and

Sunday to be kept out of the public exchequer. Moreover, during the test check,

Audit noticed that in the month of October 2013, out of the 24 bank working days,

money was collected only on 16 days from Thiruvananthapuram and Kozhikode

Centres.  However,  no  communications  were  sent  to  banks  either  by  Project

Managers of the respective Centres or by the IT Mission, which indicated lack of

managerial controls by the organization.

4.10.3   Human resource management

Human Resource Management (HRM) is the strategic and coherent approach

to the management of an organization’s most valued assets who individually and

collectively are responsible for the effective and proper functioning of IT system.

FRIENDS Centres  are supervised by two Project  Managers (PM) deputed

from  participating  Departments/Agencies.  Service  Officers  (SO)  deputed  from

participating  Departments/Agencies  on  working  arrangement  in  each  District

945/2023.
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Centre are entrusted with the responsibility of bill collection. Audit observed the

following lapses in HRM.

• No qualifications were prescribed for the selection of personnel for the  

project.

• Responsibilities entrusted were not in line with their qualifications and  

seniority.  As  no  additional  remunerations  were  offered  for  higher  

responsibilities of Project Managers, senior staff members were reluctant 

to accept responsibilities and juniors were posted as Project Managers,  

who were unable to exercise supervisory controls over seniors. 

• Adequate training was not imparted due to which the staff had to struggle 

with  their  work.  Training to  staff  members  was  imparted  only at  the  

launch of erstwhile application FRIENDS (2000-01) and at the installation

time of the re-engineered application FREES (2010-11).  Audit noticed  

that in all the six Centres visited, only 22 out of 75 existing PMs and SOs 

have received training. 

• No norms were fixed by the IT Mission for the time taken in processing a 

bill  and  hence  wide  variations  existed  in  average  number  of  bills  

processed by different SOs. Data analysis for the financial year 2013-14 

revealed that variation in average number of transactions per shift made 

by various SOs in all  the Centres  was up to three times as shown in  

Appendix  III(Appendix 4.3) Audit analysis also revealed frequent long  

interval between two consecutive transactions made by the SOs, whose  

average transactions were low, whereas continuous transactions were seen

in respect of others in the same Centre on the same day. Some of the  

illustrative cases are shown in Table 4.2.
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Table 4.2: Interval between two consecutive transactions

Alappuzha Centre
(User ‘ANK’)

Kollam Centre
 (User ‘BNG’)

Transaction Time Interval
(H:M)

Transaction Time Interval
(H:M)

15-5-2013 14:35:25 6-1-2013 11:13:49

15-5-2013 18:41:43 4:06 6-1-2013 12:54:34 1:40

22-11-2013 13:07:25 13-1-2013 09:30:57

22-11-2013 17:43:03 4:35 13-1-2013 10:30:08 0:59

13-1-2013 11:58:04 1:27

3-1-2014 10:20:43

3-1-2014 12:44:45 2:24 20-1-2013 12:02:56

20-1-2013 13:20:25 1:17

3-1-2014 12:50:13

3-1-2014 17:57:46 5:07

  (Source: Analysis of data obtained from IT Mission Headquarters)

The Government stated (November 2014) that due to manpower shortage,

volunteering senior staff members are given charge of Project Managers. The reply

is  not  tenable  in  audit,  because  considering  the  importance  and  money  value

involved  in  each  centre,  only  qualified  persons  should  be  selected  as  Project

Managers.

4.10.4  Lack of documentation and version control

Adequate documentation is one of the essential elements in any application

development.  Appropriate  control  over  software  versions  requires  sufficient

documentation to ensure accuracy in data processing, especially in centralised data

processing through web where financial data transfer is involved.
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Audit noticed that no version numbers were marked in the application. There
was no formal/documented system of complaint booking. Instead, whenever any
bugs were noticed, users were lodging their complaints through telephone calls to
database administrators. After making changes in the application on the basis of
these telephone calls, patches72 would be installed in the real time system without
documentation,  adequate  test  run,  obtaining  approval  at  the  requisite  level  and
marking the software with a version number. The consequences are pointed out in
paragraph 4.10.5.

4.10.5 Absence of change control mechanism

Proper  Change  Control  Mechanism  ensures  that  all  changes  to  system
configurations are authorised, tested, documented, controlled, the systems operate
as intended and that there is an adequate audit trail of changes. Change control
mechanism  reduces  the  possibility  of  introducing  unnecessary  changes  in  the
system without foresight,  which could introduce flaws into the system or undo
changes made by other users of software. Instances of changes introduced which
compromised the objectives of the project are detailed below:

• In test check, Audit observed that changes introduced in the application 
without adequate testing resulted in erroneous addition of an amount upto
₹0.65 lakh in  the  daily  account  due  to  be  transferred  to  the  head  of  
accounts relating to e-District from the FRIENDS accounts. The mistakes 
continued to occur during the period from 9 January to 7 February 2012 
before it was identified by the Project resulting in wrong debit of ₹10.74 
lakh from FRIENDS accounts.

• Similarly Audit  also  observed  that  the  system generated  counter-wise  
collection reports and bank/treasury summary reports did not match after 
introducing an untested change. This resulted in confusion, because the  
amount collected from the counters and the amount to be remitted to bank 
did not tally. The difference between the two accounts ranged from a low 
of  ₹ 17.91 lakh in Kollam Centre to a high of ₹1.82 crore in Ernakulam 
Centre.

72 A patch is a piece of software designed to update a computer program or its supporting
data, to fix or improve it. This includes fixing security vulnerabilities and other bugs, and
improving the usability or performance.
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The details of mismatch found in seven Centres are shown in Table 4.3.

Table 4.3: Details of discrepancies between the amounts as per counter wise

collection reports and bank/treasury summary reports

Sl.
No.

Name of Friends
Centre

Amount as per
counter wise

collection report
(₹)

Amount as per
bank/treasury

summary
report (₹)

Difference (₹)

1. Palakkad 3,17,961 57,23,298 54,05,337

2. Kollam 1,05,357 18,96,426 17,91,069

3. Malappuram 1,27,324 22,91,832 21,64,508

4. Pathanamthitta 2,92,853 52,71,354 49,78,501

5. Thiruvananthapuram 4,46,052 80,28,936 75,82,874

6. Alappuzha 2,67,105 23,38,542 20,71,437

7. Ernakulam 10,69,864 1,92,57,552 1,81,87,688

(Source: Figures obtained from the respective FRIENDS Centres)

The Government stated (November 2014) that  ₹10.74 lakh was re- credited

to FRIENDS pooling account. The reply is not tenable in audit since the project has

not addressed the issue of introducing appropriate change control mechanism to

avoid recurrence of such incidents.

4.11   IT Security

4.11.1  Lack of information security control

Confidentiality,  integrity  and  availability  are  to  be  the  core  principles  of

information security. Installation of antivirus software73 helps in reducing threat to

data caused by virus attacks. Audit observed the following lapses in this regard:

• The Project did not have an IT Security Officer. 

• No  mechanism  was  available  for  recording  and  reporting  security  

incidents. 

73  Antivirus   software   is   computer   software   used   to   prevent,   detect,   remove   malicious
       software and to provide  protection from other computer threats
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• IT Security instructions were not circulated periodically to staff. 

• USB74 ports were not disabled in four Centres75. 

• Licensed versions of antivirus packages were not installed in any Centre. 

Freeware antivirus packages were being used in Thiruvananthapuram and 

Ernakulam  Centres,  but  both  these  Centres  were  not  updating  virus  

definition files. Systems were seen infected with virus in Malappuram  

Centre, which was not using antivirus packages. In Ernakulam Centre,  

virus infection caused non-performance of the system for one day. 

• Periodic changes of passwords were not ensured. Data analysis revealed 

that 366 users had never changed their passwords. 

• No instructions were issued on password policy specifying the structure 

and length of password, changing of passwords, secrecy to be maintained, etc. 

• In three out of  six Centres  visited,  user-ids and passwords of Project  

Managers were shared with others defeating the very purpose of logical 

access controls.

4.11.2  Failure in deactivating user-ids of retired/transferred employees

Best  IT  practices  demand  that  in  the  case  of  retirement  or  transfer  of

employees, the system administrator should immediately deactivate user accounts

to prevent unauthorised access to the system. However, Audit noticed that in all the

Centres visited, the active user-ids exceeded the total number of the existing personnel

as shown in Table 4.4.

74 Universal   Serial  Bus   (USB)   is   an   industry   standard  developed   in   the  mid­1990s   that
defines the cables, connectors and communications protocols used in a bus for connection,
communication, and power supply between computers and electronic devices. USB drives
are observed to be highly prone to transmission of virus.

75 Idukki, Ernakulam, Kozhikode and Kannur
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Table  4.4:  Comparison  of  existing  active  user-ids  against  the  existing

personnel

Sl. 

No. 

FRIENDS Centre Number of active user-ids Number of  existing
personnel

1. Thiruvananthapuram 97 29

2. Idukki 11 8

3. Ernakulam 37 13

4. Malappuram 25 15

5. Kozhikode 18 13

6. Kannur 27 15

(Source: Analysis of data obtained from the respective FRIENDS Centres)

Being  a  web  based  system,  such  control  deficiencies  could  provide  an

opportunity for misuse by unscrupulous persons.

The  Government  stated  (November  2014)  that  actions  were  initiated  to

disable  the  user-ids  in  respect  of  past  employees  and  323 login accounts  have

already been terminated. Audit is of the view that continued monitoring is required

in this regard.

4.11.3   Inadequate segregation of duties

Segregation of duties ensures that the data stored is authenticated at various

levels of supervisory officers. Inadequacies in this would increase the risk of errors

being made and remaining undetected,  fraud and the  adoption of  inappropriate

working practices.

Project Managers had the exclusive responsibility to open and close shifts in

the application by privilages granted to them in the system. Generation of challan

for remitting money into bank and confirmation of transfer credit of the same to the
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FRIENDS Pooling account were also the exclusive duties of Project Managers. But

in all  Centres visited,  Audit  noticed that  these duties were performed by either

System  Administrators  or  Service  Officers  defeating  the  very  purpose  of

segregation of duty.

4.11.4   Risk to IT assets

Audit observed that Idukki centre had several shortcomings in the facilities

and the infrastructure provided posed risks to IT assets as discussed below:

• The Centre is functioning from a dilapidated building, that could not be 

closed as shown in picture below. There is only one security guard looking

after the centre with no substitute arrangements when he is on leave.

Picture   depicts   view   of   Idukki   Centre,   where   the   steel   shutter  

cannot  be  closed.  The   shutter   channel   is  blocked  with  wooden  

logs   to   prevent   collapsing   of   the   damaged   steel   shutter.   Inset  

picture displays a wooden log used as blockade.
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• The Centre deviated from the established procedure of remitting the daily 

collection in the bank. Even when a single day’s collection was as high as 

₹9.55 lakh during the period, the bank did not send their staff to collect 

the cash. Since the cash could not be kept in the Centre due to safety  

reasons, the staff members were compelled to carry the cash home and 

bring it back on the next day.

The deviations noticed in other Centres are as follows:

• Scrap  was  dumped  over  UPS  and  battery  posing  a  fire  risk  and  the  

abandoned computers and other unused hardware were not disposed off in

2 out of 6 Centres visited by audit team as shown in picture below. In two 

Centres the air conditioners were not working properly.

Picture shows dumping of scrap over the UPS, battery and near the
counters in Thiruvananthapuram and Malappuram Centres.

945/2023.
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The  Government  stated  (November  2014)  that  the  scrap  had  since  been

disposed  of  from  Centres  in  Thiruvananthapuram,  Kollam,  Pathanamthitta,

Malappuram,  Kannur  and  Kottayam  and  instructions  had  been  issued  to  other

Centres for disposal.

4.12  Business continuity and disaster recovery planning

Business continuity planning (BCP) is working out how to stay in business in

the event of a disruption. Audit noticed that appropriate business continuity plan

and disaster recovery planning have not been formulated.

4.12.1  Inadequate backup facilities

Backup refers to copying and archiving of computer data so that it may be

used to restore the original after a disaster and also to restore files after they have

been accidentally deleted or corrupted. Offsite storage of backup data would ensure

resuming the business with minimum time lag in the event of a disaster like fire,

flood, etc.

While  appreciating  the  measures  adopted  for  ensuring  backup,  Audit

observed that the project had not ensured offsite storage of backup. Instead the

backup was stored in the same location, where servers were placed. All the servers

and tape cartridges were kept on the ground floor adding high risk to the data.

4.12.2    Flaws in the terms of annual maintenance contract (AMC)

Business  Continuity  Plan  should  also  ensure  that  an  entity’s  business

operation  is  not  interrupted  owing  to  power  failures  and  hardware  failures.

Entering into agreements with AMC providers would ensure minimum interruption

to the business. However, Audit noticed several flaws in the terms of contract and

lack of control over the AMC provider adversely affecting business continuity, as

indicated below.

• No  hardware  downtime  reports  were  obtained  from  AMC  provider,  

though fortnightly report was stipulated in the terms of the contract. 
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• There was no clause relating to levy of penalty in the event of failure in 

providing timely services.

• Though the latest time to attend a fault call was stated to be 24 hours, no 

time  limit was fixed for rectification other than a passive statement ‘in the

earliest possible time’.

•  Though preventive maintenance was stipulated to be done once in three 

months,  no  registers  were  maintained  to  monitor  the  preventive  

maintenance. 

• No  preventive  maintenance  was  reported  to  be  done  except  in  

Malappuram Centre. 

• Hardware status/fault registers were not maintained in three out of six  

Centres visited. In Thiruvananthapuram and Malappuram Centres they  

were maintained only up to April 2010. In Kozhikode Centre, the dates of 

rectifications were not entered. 

• In  Thiruvananthapuram  Centre,  in  one  of  the  cases,  the  delay  in  

rectification was 18 days and in another the delay was 15 days during the 

period test checked (2008-2010). In 56 per cent of cases, the delay could 

not be ascertained as dates of rectifications were not entered.

4.13  Failures in realisation of a single window remittance system

Being a bill remitting centre, resident friendly measures would have ensured

retention of customers and thus enabling the project to achieve its stated objective

of becoming a single window integrated remittance centre. To enhance customer

experience, the IT systems should have evolved to keep up with the technological

advances  in  the  external  environment.  But  due  to  lack  of  vision  and  proper

planning, this could not be achieved. Audit noticed following deficiencies in this

regard:
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• There was no provision for accepting payments from residents through  

credit and debit cards.

• There  was  no  provision  for  accepting  cheques  from  Government  

departments  and  autonomous  bodies/corporations.  Audit  data  analysis  

revealed that there were 865 cash transactions that exceeded 1 lakh and ₹

that a single cash transaction was as high as 12.43 lakh. ₹

• There were withdrawals of services like payment of land tax, building tax,

luxury  tax,  lease  rent  and  fees  for  services  rendered  by  Revenue  

Department. Data analysis revealed 85.79 per cent of drop in bills relating

to the Revenue Department. 

Transactions of bills relating to KSEB (32.15 per cent) constituted one of the

major business of the project. However, the number of transactions in respect of

KSEB fell from 11.36 lakh to 6.7 lakh during the period from 2006-07 to 2013-14,

even though direct  connectivity to KSEB server was established in the FREES

system from 2010 onwards.

The reasons, which contributed to the reduction, were as follows:

• KSEB did not permit FRIENDS Centres to accept power bills with fine 

after the pay-by-date for no meaningful reasons; 

• FRIENDS Centres were not provided with provisional module to accept 

payments, when billing data was not uploaded in KSEB server; 

• Network  problems  owing  to  high  network  traffic  and  unmanageable  

server  hits  were  pointed  out  in  paragraph 4.9.6.  During  a  test  check  

conducted  in  Ernakulam and  Kozhikode  Centres  for  the  period  from  

December 2013 to March 2014, Audit noticed KSEB server downtime  

recorded at these Centres ranged from 20 minutes to 10 hours per day as 

shown in Table 4.5.
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Table 4.5: Details of KSEB server downtime in two Centres

Ernakulam Kozhikode

Date From To Duration

(H:M)

Date From To Duration

(H:M)

5-12-2013 2:05 PM 3:30 PM 1:25 20-1-2014 4:00 PM 7:00 PM 3:00

6-12-2013 9:30AM 10:00 AM 0:30 30-1-2014 9:20 AM 9:45AM 0:25

18-12-2013 10:50AM 2:00 PM 3:10 3-2-2014 12:00 PM 7:00 PM  7:00

30-12-2013 12:40PM 2:00 PM 1:20 4-2-2014 11:40A M 7:00 PM 7:20

17-1-2014 1:00 PM 2:00 PM 1:00 4-3-2014 9:00 AM 9:45AM 0:45

25-1-2014 11:00AM 7:00 PM 8:00 5-3-2014 9:00 AM 9:30AM 0:30

27-1-2014 9:00AM 7:00 PM 10:00 19-3-2014 2:50 PM 7:00 PM 4:10

28-1-2014 9:00AM 7:00 PM 10:00 21-3-2014 10:50 AM 7:00 PM 8:10

(Source: Analysis of data obtained from the respective FRIENDS Centres)

FRIENDS  project  was  envisaged  as  a  single  window  system,  where  the

residents can pay all their utility bills at a single location. The system should be

available at all times and there should not be any occasion, where the public has to

return without paying their bills. However in the beneficiary survey conducted, 84

per cent of the public remarked that they had to return without remitting their bills.

This happened due to the deficiencies mentioned above and thus the objective of

providing single window payment system could not be achieved.

The Government  stated (November 2014) that  owing to network  failures,

especially relating to KSEB and Motor Vehicles Department, timely services could

not be provided to residents. The issues regarding real time data fetching is also

being taken up with KSEB. The reply is not tenable in audit, because many of the

deficiencies mentioned above could have been rectified by timely intervention and

coordination with the participating departments.
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4.14  Non-realisation of objectives by participating departments

The  participating  departments  envisaged  faster  receipt  of  their  dues  and

reduction in cost of collection from this project. However, Audit noticed that these

objectives of the participating departments were not achieved due to the following

reasons:

• There was persistent delay in remitting the collected money to participating

departments as detailed in paragraphs 4.9.3.1, 4.9.3.2 and 4.9.3.3. 

• The MoU with the bank allowed for collection of money pertaining to  

Saturdays and Sundays only on Monday thus delaying the payments to  

participating agencies. 

• The money embezzled has still not been paid to the participating agencies 

even after two years. 

•  In the absence of appropriate supervision and proper norms for work  

load,  there  was  underutilisation  of  staff,  who  were  deputed  from the  

participating departments.

• The absence of MIS reports due to improper system design made the  

monitoring of timely payments  to participating departments extremely  

difficult. Thus due to lacunae in the system design and its implementation,

the participating departments could not realise the full  benefits  of the  

FRIENDS/FREES project.

4.15  Conclusion

The main objective of the project was to facilitate residents to remit taxes and

other utility payments through a single window system. But, poor system design

and lack of proper integration with participating departments led to the failure in

achieving this prime objective. The project suffered due to the absence of an IT

Steering Committee, which is responsible for developing and maintaining vision

and goal of the project, developing an operating charter for formalising the roles

and responsibilities  and providing guidance to help the system evolve with the
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changing environment. Current customer requirements, like provision for accepting

payments  through credit  and  debit  cards  were  not  incorporated  into  the  newly

developed  FREES  application.  This  has  resulted  in  reduction  in  number  of

residents using this facility.

The system was  incapable  of  generating adequate  MIS reports  for  proper
monitoring and assessing early warning signals. Unnecessary manual interventions
were required in the process, which could have been easily avoided by appropriate
system automation. Withdrawal of services and unsolved issues relating to KSEB
and other agencies indicate lack of timely managerial intervention and coordination
with participating departments. 

These  deficiencies  in  the  system  have  resulted  in  defeating  the  main
objectives of 

• facilitating the residents to pay their taxes and utility bills through a single
window system and 

• facilitating the participating departments to receive their dues effectively 
and efficiently. 

This has also resulted in embezzlement of cash and delayed deposit of money
in to the respective account due to poor system design and control failures.

4.16  Recommendations

• IT Mission should rectify the deficiencies and develop the system in tune 
with  the  changing  environment  like  establishing  required  relationship  
among different data tables, enabling acceptance of debit and credit cards, etc. 

• The State Government should ensure regular collection from FRIENDS 
Centres by the banks and modify the MoU so that money collected every 
day is remitted to the bank on the same day. 

• All  the  issues  pertaining  to  the  participating  departments  should  be  
resolved through proper coordination. 

• Explore the option of adding new services and resumption of services  
already withdrawn so that FRIENDS becomes a single window system of 
remittance in true sense. 
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• Annual  maintenance  contract  should  be  finalised  incorporating  penal  

provisions for delay in rectification.

[Notes  received  from  the  Government  on  the  above  audit  paragraph  is

included as Appendix II]

Excerpts from Committee's discussion with departmental officials

1.  The committee enquired about the details regarding the audit paragraphs.

To which the Additional Chief Secretary,  Electronics and Information Technology

department replied that the department had furnished the reply on audit objections

to  the  Accountant  General  during  that  period  and  submitted  to  the  Hon'ble

committee also. He stated that the Paragraphs 4.9.1, 4.9.2 and 4.9.3 were basically

pertaining  to  the  lack  of  Control  System  in  the  Software  of  FRIENDS

Janasevanakendram which leads to embezzlement. The Additional Chief Secretary,

Electronics and Information Technology Department made a brief description of

the Project. He informed that it was started in the year 2000 at Thiruvananthapuram

district as a pilot project, a single window integrated remittance centre to facilitate

the residents in paying their utility bills, tax and other dues to Government without

any extra cost and it was rolled out to the remaining 13 districts of Kerala in the

next year 2001. It was started in Government buildings or in the space provided

free of rent by Local Self Government Institutions. The entire activity was one of

the earliest effort of the State governments in India to launch an automatic system

for the direct payment or single payment of all the dues to the Government and this

system  was  developed  over  years.   The  audit  was  carried  out  for  the  period

2012-13, and the Accountant General had pointed out that the  deficiencies in the

Software  led  to  embezzlement.  Though  the  objection  was  not  matching,  the

department agrees that it was not a fully covered system at that point of time. There

were  deficiencies  in  the  system.  It  was  developed  from a  FREES(Friends  Re-

engineered Enterprise Enabled System) Software and was developed by a local

developer under the guidance of the NIC and Kerala State IT Mission. So there

were deficiencies in the software. The embezzlement did not occur as a result of

the software. There was no online mechanism in the system of FRIENDS on those

days, and the consumers used to visit the FRIENDS centre and deposit money in

cash and that cash was to be transferred to the bank account, and from the bank
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account the money was transferred to different organizations. He added that now-a-

days the entire system is very different, because after 2014,  Akshaya centres were

started and the facility of direct net payment, credit card payment and other various

platforms were also available. So the payment made by the consumer is transferred

directly to the department that actually owes the money. So the embezzlement had

nothing to do with the system developed.  The money was  taken  directly  and  was

transferred to the department directly; there was no scope for retaining the money

with the staff. Embezzlement would happen only if the money was deposited after

two or three days. There was standing instructions to deposit the money within 24

hours in the State Bank of Travancore.  The FRIENDS centres would work on

Sundays  and  the  collection  on  that  days  would  be  higher  but  it  could  not  be

deposited  in  the  bank  on  Sundays.  Instances  were  found  in  the  districts  of

Ernakulam and Kozhikode, where the Project Managers retained the money for a

long time. Subsequently it  was detected and action was taken against them and

they  were  placed  under  suspension.  The  staffs  of  FRIENDS Centres  are  from

various  organizations  on  deputation  basis.  Actions  were  taken  against  them to

recover the amount. The entire e-Governance system was started changing after

2008-09;  after AG's observation, FRIENDS software was also improved but online

payment was done through Akshaya centre from 2014-15 onwards. The department

agreed to the AG's observation that the software was not fully integrated, but the

software developed was tested by the KSITM(Kerala State IT Mission) officials as

well as NIC and the software was performing very well. One or two instances of

embezzlement happened but the system alone was not responsible for that. It was a

human criminal action which happened without an automated system of collection,

which  happened earlier and is still happening even today in some departments, he

added. 

2.  The  committee  enquired  whether  the  FRIENDS  Centres  were  still

working. To which the Additional  Chief  Secretary,  Electronics  and  Information

Technology Department replied that the government had decided to close down the

FRIENDS Centres and the file was under the consideration of the government.  He

added  that  the  FRIENDS  Centres  utility  system  was  almost  over  due  to  the

appearance  of  Akshaya  centres  and  the  CSC(Common  Service  Centre)  of

Government of India. Online payments have started in almost all the departments.

945/2023.
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From  the  last  year  onwards  more  than  600  government  services  have  online

facilities. Treasury had started an online payment system with 57 banks, KSEB and

KWA had  developed  their  own  online  system,  and  LSGD  had  started  online

facilities in all Panchayats.  

3.  The committee enquired whether there were any customers who  currently

rely  on  the  FRIENDS  Centres.  To  which  the  Additional  Chief  Secretary,

Electronics and Information Technology Department replied that only a very small

number of customers rely on FRIENDS Centres and that a very meagre amount

was collected through these centres. He added that one or two people who do not

have any credit cards or account numbers are still paying the amount in cash. All

other transactions in the FRIENDS Centres are online.

4.  The committee observed that FRIENDS Centres are an initiative that has

been started so that  payments can be made on Sundays as well. Its defects are

solved  one  by  one  and  automation  is  done.  The  committee  inquired  about  an

alternative  payment  option  regarding  the  customers   who  cannot  pay  through

online.  To  which  the  Additional  Chief  Secretary,  Electronics  and  Information

Technology Department  replied that  now a days all  people have the facility of

online payment. Those who do not have such facility can rely on Akshaya Centres.

Akshaya  Centres  are  currently  functioning  within  every  200  metres  in  Kerala.

Therefore, the number of people going to FRIENDS Centres is relatively moderate

at present.

5. The committee enquired about the existing number of  FRIENDS Centres

currently in the State. The Additional Chief Secretary, Electronics and Information

Technology Department replied that every district has one FRIENDS Centre. Then

the committee enquired about staff deployment at the FRIENDS Centre. To which the

Additional Chief Secretary,  Electronics and Information Technology Department replied

that  employees  are  appointed  on the  basis  of  working  arrangements.  When  the

committee  enquired  about  the  reverting  back  of  employees  to  their  parent

department  after the winding up of  the FRIENDS Centre,  the Additional  Chief

Secretary,  Electronics  and  Information  Technology  Department  replied  in  the

affirmative and added that it had also been decided that deputation would not be

allowed this year.
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6. The committee noticed that the most important objection of the Accountant

General is the occurrence of embezzlement and the  Committee enquired whether

the  said  amount  had  been  realized  and  also  enquired  about  the  laundering  of

money.  The Additional Chief Secretary, Electronics and Information Technology

Department replied that embezzlement of cash was not first pointed out by A.G; It

was first found out by a surprise inspection led by the officials of KSITM, which

came to know about the fraudulent actions in the FRIENDS Centres in Ernakulam

and Kozhikode districts. He added that with criminal proceedings against them, the

respective district collectors have taken action to recover the amount. He assured

that  a  detailed statement regarding the recovery of  the amount so far  could be

submitted before the Honb'le committee on the same day by 5 pm. The same has

since been received by the Committee.

7.  The committee enquired about the current status of criminal proceedings

against the accused and the person who was coordinating the prosecution process.

To which the Additional Chief Secretary, Electronics and Information Technology

Department replied that it was coordinated by the police and he promised that the

current status could be informed to the Committee that day itself.

8.  The committee commented on the embezzlement of more than  ₹ 18 lakh

which had been mentioned in the Audit Report, even though there exists a simple

payment system and enquired about the reason for this. To which the Additional

Chief  Secretary,  Department  of  Electronics  and Information Technology replied

that it  was the Audit report for the year 2014, and at that time, online payment

system was  not  accessible  to  everyone.  ₹18  lakh  was  not  just  one  customer's

money. FRIENDS Centres also operated on bank holidays including Sundays. The

Cash collected on holidays should be credited to SBI on the next working day

itself,  but  the  project  managers  of  the  FRIENDS  Centres  in  Ernakulam  and

Kozhikode districts kept the money without depositing it in the bank. That was the

reason for  the non remittance of  ₹ 18 lakh. He added that,  as per  the existing

standing order, money reaching the account of SBI should be sent to the concerned

departments along with the statement within 24 hours.

9.  The committee enquired about the issue related to BSNL mentioned in the

AG's  findings.  To  which  the  Senior  Deputy  Accountant  General  informed  the
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committee that BSNL bills could be paid through the FRIENDS Centre and from

the amount received from the BSNL customer, a fixed amount was to be deducted

as commission  for the FRIENDS Centre, but instead of taking the commission, they

transferred the full amount to the bank. The Additional Chief Secretary, Electronics

and Information Technology Department replied that since the FRIENDS Centre

did not deduct service charges from the BSNL bill amount, the entire amount went

to SBT account. The balance amount, after deducting the commission amount was

to be paid to the SBT. The audit report pointed out that owing to this process, the

income due, to the FRIENDS was reduced and the BSNL received the full amount.

10. When enquired about the details regarding the audit paragraph 4.11.4 the

Additional Chief Secretary,  Electronics and Information Technology Department

replied that,  the government  had sanctioned an amount of  ₹5 lakh each to  the

respective District Collectors for setting up FRIENDS Centres in all the districts.

He was the Wayanad District Collector then and the sanctioned amount could be

utilised effectively for setting up a FRIENDS Center in Wayanad district. He added

that a part  of the Civil Station was modified and furnished with AC and office

furniture  at  a  cost  of  only  3.5  ₹ lakh,  but  in  some  districts  even  the  required

building for the said center was not available. In Thiruvananthapuram district, the

FRIENDS Centre was started in the Corporation building and in Idukki district, no

other place was available for it to function except the civil station building and

there were no customers except the civil station officials even during the day time;

that  was the reason for starting the centre near  the market  place.  A dilapidated

building was acquired for this Centre. It was informed that the District Panchayat

would allocate funds to improve the condition of the building but it did not receive

the fund till  date.   From the income of the FRIENDS Centre,  P.W.D. had done

some repair works and the FRIENDS Centre which was doing well in the initial

stage had gradually seen fewer and fewer customers.

11.  The committee further pointed out that the issue that happened in 2001

was mentioned in the Audit Report for the year ended 2014 and the same matter

came before the committee in 2022. The FRIENDS Centres worked very well in

the beginning, but today they have very few customers and as people are using

online systems for transactions, FRIENDS Centres have become less important.
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12. The witness, the Additional Chief Secretary, Department of Electronics

and Information Technology informed the committee that all the objections raised

by the Accountant General in its report, for the year 2014 had been rectified. As

pointed out by the Accountant General in its report,  the security issues and the

defects incorporated into the  software were immediately resolved. In addition to

this, the objection regarding the absence of a steering committee had also been

rectified.

13.The committee commented that no norms were fixed for the time required

for  completing  a  transaction,  resulting  in  large  variations  in  the  number  of

transactions  of  bills  by  various  Service  Officers  and  required  an  explanation

regarding  this.  To  which  the  Additional  Chief  Secretary,   Electronics  and

Information Technology Department replied that the Department would say that

there were no norms but there were norms fixed as per the available resources and

that were not followed by the people in the FRIENDS Centre. There was a standing

instruction that the money had to be remitted within 24 hours.

   14.  The committee further noticed that System could not achieve the goal

of providing single - window remittance centre to the public due to the lack of

timely managerial interventions and non-coordination with participating agencies

and sought an explanation regarding this.   Then the Additional  chief Secretary,

Electronics  and  Information  Technology  Department,  replied  that  as  per  the

Government Order issued in 2002, FRIENDS Centre was never intended to be a

single - window system and somebody should have read that Government Order in

such a way that the FRIENDS Centre was envisaged as a place where people could

go in one building, with 10 counters.  If a consumer has to pay BSNL bill, Power

Bill,  Sales  Tax  etc.  and  State  Government  department's    services,  then  those

services would be  made and payment  would also be collected.   BSNL was  the  only

Central Government agency that agreed to join in this system and it was done with

the help of BSNL. The question arises at this point, since it was never envisaged

that  this would become a single window system. Today,  FRIENDS Centre is  a

single - window system. Akshaya Centres are also operated as a single - window

system. He explained that every Government Order has got a first paragraph which

is beautifully written in English words with very high - sounding phrases and that



38 

the C&AG might be took into consideration the first paragraph. But in its second

paragraph, which gave a detailed specification/operational part of it, might have

been missed to be read.  In the first paragraph it was said that there would be single

window, but in the second paragraph, the single window was not mentioned. 

15. When the Committee enquired about the details of the government order

mentioned in the first paragraph, the Additional Chief Secretary, Electronics and

Information  Technology  Department  replied  that  in  the  first  paragraph  of  the

Government Order includes very beautiful English words but the second Paragraph

was the operational part of the G.O. and the Operational part only is relevant in a

G.O.  He  added  that  Government  never  intended  FRIENDS  as  a

single - window system, nor the Government did so. The Government attempted to

create many departments' payment facilities through this Centre, the department

created their service facility for departments that had agreed to co-operate with this

venture.

16.  The Senior Deputy Accountant General opined that land tax, building

tax, luxury tax, lease rent and fees for services rendered by Revenue Department

were the important services provided through the FRIENDS Centre. But later, all

these  were  withdrawn.  During  the  initial  days  of  the  centre,  people  faced

difficulties as there were no facilities to accept debit cards, credit cards or cheques

as pointed out by the Accountant General.

17. To which the Additional Chief Secretary, Department of Electronics and

Information Technology replied that the FRIENDS Centre had lost its relevance. At

the initial stage the center had no such facility to accept credit cards. 

18. To a query of the Committee, the Additional Chief Secretary,   Electronics

and Information Technology Department replied that he had taken all the relevant

documents regarding this and that the reply given before the Committee was the

actual fact and there was no need  to conceal any information from the committee.

The committee commented that it could form an opinion in this regard after getting

the  reply  from  the  department.  To  which  the  Additional  Chief  Secretary,

Department of Electronics and Information Technology promised that a detailed

reply would be submitted before 5 p.m, on that day itself.
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19. When the committee enquired whether any embezzlement had happened after the

Accountant  General's  observation,  the  Additional  Chief  Secretary,  Electronics  and

Information Technology  Department  replied that  no embezzlement had happened

after  that.  To  the  Committee's  query  about  the  non-remittance  of  cash,  the

Additional Chief Secretary, Department of Electronics and Information Technology

replied that according to the Kerala Financial  Code of 1956, if any department

receives money from the public in any manner,  the said amount should not be

withheld for more than 24 hours. If that day is a public holiday, it must be closed

before 10 a.m. on the next working day. This is a standing order and everyone

knows about it. Moreover, superior officers were responsible for inspecting all the

offices  and if  they checked each day's  transactions properly,  such  irregularities

could be ruled out, he added.  The biggest policy of the government today is zero

cash transactions. Now 66 % of KSEB and 59 % of Kerala Water Authority's cash

collections are through online. 

20.  To  the  Committee's  query  regarding  the  whistle-blower  about  the

fraudulent activities, the Additional Chief Secretary, Department of Electronics and

Information Technology replied that it might have  happened either deliberately or

due  to  the  ignorance  of  somebody in  the  IT Mission.  He added  that  C&AG's

observation on this was based on a document available in his office or through

email or any other means. He assured that,  an Officer who ignored such mails

conveniently could have been removed from the office and such a person should

not work in the office after that. 

21. The committee suggested that it would finalise the matter after receiving

the  report  from  the  department  to  which  the  Additional  Chief  Secretary,

Department of  Electronics  and Information Technology replied that  they would

submit the report very soon.

[Note received from the Government on the additional information sought by

the Committee is included as Appendix II]

Excepts from the Committee's discussion with departmental officials

22.  The Committee accepted the reply furnished by the department.
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Conclusion/Recommendation

23.   The Committee directs the department to submit the final report

about  the  action  taken against  the  erring Project  Managers  regarding the

embezzlement of cash at Ernakulam and Kozhikode 'FRIENDS' Centres.

24.  The  Committee  understands  that  the  winding  up  process  of

FRIENDS Centre is being carried out by the department and the concerned

file is under the consideration of the government. Therefore the Committee

wants to know whether any decision has been taken in this regard and if so,

detailed report should be submitted to the Committee at the earliest.

                                                                     SUNNY JOSEPH,
Thiruvananthapuram,                Chairman,

10th August, 2023.                   Committee on Public Accounts.
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APPENDIX I

SUMMARY OF MAIN CONCLUSION/RECOMMENDATION

Sl.
No.

Para
No.

Department
Concerned

Conclusion/Recommendation

1 23 Electronics
and

Information
Technology 

The Committee  directs  the  department  to  submit
the final report about the action taken against the
erring  Project  Managers  regarding  the
embezzlement  of  cash  at  Ernakulam  and
Kozhikode 'FRIENDS' Centres.

2 24 Electronics
and

Information
Technology 

The  Committee  understands  that  the  winding  up
process of FRIENDS Centre is being carried out by
the department and the concerned file is under the
consideration  of  the  government.   Therefore  the
Committee  wants  to  know whether  any  decision
has  been taken in this regard and if so, detailed
report should be submitted to the Committee at the
earliest.

945/2023.
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team
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Poroefaph 1.9,3
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ond improper desianine of tdbles 

-,. ,_ 
Database Normatisation ts the process of organising thene(ds and tables of relational database to minlmise
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records rehted tleto F 20 0-Y st thesering
recotds n tfie tab1€5lrespective databases for each ofthe finapast nclat a5 histoyeals rlcal data coutd
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heac an shift re ideday tlfied There another
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that due to th 1S ndeslg deficiency rclatlonshi p

sethe tab les coutd DO be btesta shed.
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T}le project h in comptete adherence to the database
normatisatlon principtes. The darabase tabtes haye been
sptit year-wise for improving the p"rtormEhce of the
master tabte, whlch is being carrted oot at the end of
every year by the Database Adrntnistrator.

The coltection from date ahd collection to date fields are
maint6lned 1n bank rernittance tabte, aj this js a
tunc!rcnat requtrement. The FRIENDS Centres work on
Sundiys too, lloney cannot be remltted ln bank on such
hotldays. HerEe, there are Uhes when the collection of aperiod of2 or more days hai to be remitted together.

Detalts ot r€conclfiation and payment made to the
oeparunents are malntalned in the system. A provislon is
aEo. mahtained to generate l, S reports and atso tomontor ttE rehittance of money coltected from FRIENDS
Lehres-

5A
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El'/,b.z1e,fi9Dt of cosh - FRIENDS dDttlicdtldl-"'--'-"-ffi,p-tz
Erllbezzler,lena of Cash - FREES ot\Dlkotiotts Pdto 1'9'3'3

- 

Deiav ln remittomas into bank
Xgrri was noG-thaithe e)Qenditure of the FRIENDS,

Emakulam was runniog Mthout obtaining imPrest money

everv monti a5 15 done at other centres. Hence, a team

fror; KSITM visited FRIENDS Janasevanakendram, Emakulam

on ta.Ot.ZOtt to conauct an enquiry in to thls and ldentity
the .eason for delay ln submitting tle exPendlture

*atement for ctalmhg imprest money from KSITM since

thev re<elved a complaint from AO, BSNL, Ernakutam too'
Based on thir complatnt the team lnsPected avaitabte
records keDt in the office and found lrregutarlties in

cottectlon regjster, bank remfttance records, and coltection
reports.

It wzs found that the kolect li\anager j5 the person ln

charce ond the one responsibte for the
misapproprlatjon/mismanagernent of funds in FRIENDS

Janasev"airakendram, Emakulam. The ea{iet decentratized
modet wal futty depehdent on the Projed ,\anager's report
and ln this case, the Proreat llanager has used this for his

own advantage.

Shrl. 5as1 S, Section Officer from L'lc University who worked

as Project ilanager ln FRIENDS Janasevanakendram,
Ernakltam has been suspended for mlsappropdation of
funds, The next Proi€ct li\anager, FRIENDS Emakutam fited
e mttce conDtaint on 02.04.2013 against the former
Project l,tanag;r Shri. Sasi 5. Based on the comPtaint, Potice
had anerted the accused and reteased on balt. Necessary

instructlons were atready given to t{G Unlversity to take

necessary'
remlttance

of shortanountthefor recovenn qstePs
toinstnrctlonnat5o

Paro 1-9.3.1

which the amberztement coutd not be detected lt was

detected ontv after BSNL made a formal representation to
tf,. oir".tor Lf lT Mission on hon_recetpt of the amount'due

to them, The amount h65 not been remitted titt ddte

IDecember 2014) and the notional interest at the mte of 18

per cent per annum on amount ol lhis would work out to {
6.96 takh as on 1 January 2015.
Audlt noticed that, durhg this period, a whjstte'btower was

repeatedly reporting to the lT Mttsion about the suspected
friudutent rrctryltles of the Proiect Manager in the Centre.

The whistle-blower sent six lntimatlons 68 tb the lT Mission

dunnp the oerlod from March to October 2012. AU of these
tettei weie ignored and actjons not initlated untlt BSNL

made the comptalnt,
Audit atso noticed that the Prolect Manager detiberatety
defautted in deposing the collected money into the bank by
providing mlsteading lnformation to the bank. During the
perioo fiom January to October 2011 there were defautts in
iemlttlng cash once or twice a month, which increased to'16
defautts ln a rnonth (october 2012).

Audit anatysis retating to Emakulam Centre for the period

from January 2011 to ilarch 2013 reveated that in 163

instances there were delays in remittlng csh to bank. Audit
anatysis further reE€ted tlat during thk period not only the
trequency of non-remittances lncreased, but atso the numbel
of days the money retaihed by the Project Manager (PM) atso'

increased. ln Iour lnstances, the money retained by the PM

ranged from 35 days to 287 days as shown in Tabte 4. 1 '
Elle 4.1: Detnils of remlttancei of cash into ban

1nthe
totakh5 retatingaan m ntembeztedErnakulaln

icatloFRI ENOS2201 applThIofeth llection gust
dateofdetailsapturinghaveno provlsidtd

d touetheofnechnto banremittance

4.9.3. i,
4.9.3.2 &
4.9.3.3

z s
Ol

ManagelProJectFRIENDS application,erstwhlte
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embezztement of cash at Kozhlkode Cenfre.
Consequent on the media report on embeztement of cash at
Ernakulah Centre and having teamt about the delay in
remittan€e of .ash at fozhikode Centre, thc lnspection Wing
of the Finance Department of Government of Kerala made ;
surprise vlslt to lGzhlkode Centre on 8 November 2013. The
Physicat verlfication of cash at the centre reveated cash
deficit of { 1.0'l takh , which has not been remitted l[ date
(December 2014).
Audit data anatysls revealed that Lhere were 157 lnstances of
delay in remrttance of cash lnto baik during the perlod sjnce
the instatlation of FREES 06 January 2Oi3) i; Ko*tkode
Centre till the Project MarEger was baoked on g November
2013. 

.The.del,ays-ranSed up to 9 days. During this period,
troh the above 157 lnstances, the accumulated amount oi
money kept out of pubk exchequr wa! I ,lcrore with
consequent notlona( toss of lnterest.

The covernment stated (November 2014) that crlihtnat
procedures were intitated against the errlng prorect Lanager.
The reply ls not tenabte in audlt h vtew of the fact that 

-tie
repty. ls silent on lnitlgatlng the dsk by resotving system
deficiencies, which cause these embezlemenrr.

poroetuph 1.9-3.3
pfal!/.]/jusEdlls,Egslplrk rk.

Anarysrs or rKtL5 appLication data reveated delavs in
remrtances of money cotlected to bank in 2,749 instances.
The detay ranged from one to 30 days. OMng to detay jn
Dank rernittance, the accumulated amount of rn;ney kept'out
of public exchequer from att the Cenrres was fount to be {
136.02 crore with cons<uent nationat toss of lnterest Htl
the end of flnancial year 2013-,i4. Altdit cannot rute out theposslbitlty of embezlement of cash/utiLizing Goyerhment
money for prlvate use durihg these periods.

s
@
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downtjme, network Lraffic, hits, Lime taken for each

considered
oversuht,

elc., by utltisatioh of metadata was not
All these point to faiLure of managertal

\ahich coutd have been addressed, if an lT
Committee \ /as in lace

integrated Mth e-dlstrict prorect to rnake avaitabte the
payment serylces avaitable through the FRIENDS centres,
ohLlne atso, through e-dlstrict portal.

steeri

gr

4 ,r- 10,3

re flxed for the time required for complettng
resultlng ln larBe v.riation ln the numter of

transactlon of bllls by varlous Service Offic€rs.
Paragreph 4.r0.3

Humin resource manacehent
Huhan resource ,r,lanagement (HR l)ls the strateglc and
coherent approach to the ,nanagemeht of an organ_izaflons
most vaLued arseLs who indivtduatty and collec$vely are
responsrbLe for the effectjve and proper functionjng of lT
systeh.
FRTENDS Centaes are supervised by two prorect managers
(PM). d+ut!_d trom partictpating Departmentslagencies.
5ervrce Otticers (SO) deputed from parucipating
Depaftments/Agencias on working arangemenL in each
District Cenfe are entrusted Mth the responsibluty of blLt
cot(ection. Ardit observed the fo(Lowlng tapses ln HR/rt.

" No qualificatjons were prescrlbed for the selection of
personnel for the prorect.

" Responslbilitjes entnEted were not jn ljne wlth their
qua(ificaljons and seniorjty, As no add,tional
rernuneratlons were offered for higher responsibititiesof Proje€t 

^.ianageB, 
senior staff members were

reluctant to accept responsibitities and iuniors were
posted as Project Managers, who Wer; unabte to
exercise supeMsory controts bver seniors.. Adequate tralning was not.lmpaned due to which the

a transactlon

Trta had to [e theiwith5trug€ aln to staffng
m bers theat aunc himparted [ev

icatlon RIFppt ENDS -01 atand the(2000 nsta tation
meti the red icatio FREESnre-englnee 01 0appl 12

nAudit icedot that aih th e stx ntre9Ce ollvisited u

ljsuatly a transactlon at a counter takes an average of four
to five mfnutes.as lt is a transaction by cash. But at
t1mes, tt varies, For services like Unive6ity, MVD etc, the
SeMce Offlce6 takes more flme to verlty ihe documents.
Hence, lt ls difflcul.t to fix a sHpulated time for
cohpleting a fansaction. Also att the seMce officers at
att the counters cotlecht atl ktnds of uHlity bitts. Th€y
mlght not have adequate knowledge on the trdnsactions o{
other departmenE which again tums a reason for more
time required per transaction,

It b infonned that KstTtt.wlll take necess!ry steps to
condud adequate thhlng to the $aff ahat lotns
FRIENDS Centres hencef o.th.

Pdrroeroph 1.1O.3
lbrfi,,n Reso,-rrce tEnd gement
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5 4.10,5

(

Absence of chan8o control Bechahlsm resulted in
dlscrePancies ln thc system SencGted rcports and
erroneous debit of |r 10.7,{ lakh from FRIENDS accoJnts.
Simltlrly, another chanEi made in the applicatlon without
test run resulted ln varlatlon as high as I 1.82 crore ln
dlfferent system EenerEtlon reports,

F,Eraerrph 4.10.5
Absonc€ of chands control mechanlsm

fuoper change Contro[ ]ylechanism ensureE that alt changes to
5yst6m confjguratlons are authorised, tested,documented,
controtled, the systems operate as intended and that there ls
an adequate audit taail of changes. Change controL
mechanlsm reduces the posslbitlty of lnuoduclng unnecessary
changes in the system Mthout foreslght, whlch coutd
introduce ftaws into the system or undo changes made by
other usels of sofLware. lnstances of changes introduced
whlch compromlsed the objecttves of the.project are
detalled betow:
In test check, Audit obs€rved that changes introduced in the
aPPticatlon without adequste testing resufted jn erroneous
addition of ah amount upto t 0.65 takh ln the dalty account
due to be transferred to the head of accounts retating to e-
Dlstdct from the FRIENDS accounts. The mlstakes continued
[o occur during the period from 9 Januaay to 7 Febauary
2012 beforc it was identtfied hy the ProJect resutt{ng ln
wrong debit of t '10.74 takh fron FRIENDS accouhts.

o Similarty Audit also obscrved that thc systen generated
courter-wjse cotlection reports and bank/treasury
summary reports djd not match after introducing En
untested change. Thls resulted in <onfusion, because
the amount cotlected from the courters and the
amount to be remltted to bank dld not tatty. The
differerKe between the two accounts rahged from a
tow of I 17.91 lekh ]h l(otlam Centre to a high of t 1.82
crore in Emakulah cehtre.The detalk of mlsmEtch

' found in seven CentrEs.re shown in Table- 4.3-

Paracraph 4.10.5
Absence of chanqe control mechanism

Due diligence iJ taken to €nsure [hat there is proper
reflectlon of data in the FREES apptlcatlon. Atso, a format
change contrcl prcredure ls rDalntained for effecting any
chang* in the FREES software. OfficiaL cohmunication js

sent from KSITM to NIC, if there are any changes in the/
FREES appljcation are to be nade.

The facts of t}le information mentioned in the report are
bel.ow;

The Centrat Accounts Manager of FREES fonvarded a mait
on 07 /0212012 ahd informed that, as per the bank and
Treasury Transfe. statement generated from FREES, an
arnount of I 65,040/- wa5 repeatedty added in KSITM E-
Dlstrict account trcfi 9910112012 onwards due to some
software error.Cheque maldng wa5 done correctly. But
when the data made through FREES was updated, the
amount stood pending.
On a scrutiny of accounts, it was observed that some
excess amount was deposited to ySITM e'Djstrict account
No.67139904207. NIC informed that some of the AKSHAYA
entrepreneurs are not adherlng to the guldellnes lssued
for the remittEnce of fuhd to the Central Pooling Account,
Hence NIC had to manuatty conect the mistake. lt was
obsewed that due to the mistake in setthg the date fiel.d,
the fund transferred to the pooting account to the e-
oistrkt account was showlng mistakes from 09.01.2012. As
a resutt, an amount of { :10,73,450/- was forwarded to the
e-Dlstrlct account in excess gf the actual amount to be

transferred durlng the per{od from 09.01.2012 to
07,o2.m12.
BBsed on this, immgdiate comhunjcation rraas sent from
KSlTll to NIC to resolve th€ jssue and as a Joltow-up
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Foilure h reolisation of o slnele windN renittlag! ,

rysreE

vide G.o, {i45) No: 1/200t/lTD dated 20.01.2001;
covernm€nt had accorded sanctlon to the Distric[
cottectorE to ldentify two project fianagers) preferabty
\.lth an engineerlng background from Government
deDartments on a worklng affangement basis Government
decided that in aLL the 13 district headquarters, staff for
manning the lnteqrated SeMce Centres shal[ be sourced on

woddng anangements from the particiPating departments
Each participating dePartment namely Land Revenue, Clvll

Supptles, i4otor Vehicles, KSEB, KWA, as wetl as the
concerned Corporation/Municlpatjty and the concerned
Universlty shalL make avajtabte fiYe officers (essentialty at
the ctgrlcat and ,unior management levels) on a worklng
arrangement basis in each district. Hence at the beginnnrg
there were enough staff to ftanage att the counte6 at atl
the centres and hence the worHtow was smooth. But,
when thc departm€ntJ started thelr own onlin6 portats,
openlng mone counteni at thelr owD preml3es, d6.rth of
staff to enhflemeht of acttvttles, decreaslng foot falls at
FRIENDS Centre!, the Psrttclp.ting dcpaitmenB ere
reluctant to deplor/ staffr to FRIENDS Centres, and thls
resulted tn shuttlng down of centres and long queuel.

Coordlnation with participatiEg departmentsl

The seMce detiyery at FRIENDs centres are dePendent on

extemal factors slch as uptime of dePartmental serve6,
netv/ork etc., wlrich are outslde the PurYjew of the FREE5

system. Oue to netwo* faiture and also in cases tike the
d;partment servers going doMl, there are at times not Ebte

to provlde certain online sedlces for the departments like
K5EB, MVD, Cutture Welfare Eoard and KWA to the

Pordemoh 4.13

4,116

ansgerial interventions 6nd coordlnatlon with partlclpatlng
ndow remlttance centre to the Publlc due to lack of tlmo

Being a bitt remittlng centre) resident fdendty measures
wouLd have ensured retentlon of customeG and thus enabting
the prolect to achieve its stated oblectjve of becoming a

singte wlndow lntegrated remlttance centre. To enhance
customer experience, lhe lT systems shoutd have e\otved to
keep up wlth the technotogicaL advances in the extemat
environment. But due to lack of Yision and proper ptanning,
this coutd not be achjeved, Audit notlced fottoMng
derlciencres in thh regard:

o There was no provlslon for accepting payments frcm
' residents through credit and debit cards.
n There wa! no provislon for atcePting cheques from

Government departments and alltonomous
bodles/corporations. Audit data anatysis revealed that
there were 865 cash eansations that exceeded < 1 takh
and that a single cash trdnsaction was as high as I
12.43 takh.

o There were wlthdrawals of seMces tike payment of
tand tax, buitding ta(, tuxury tax,tease rent and fees
for seMces rendered by Revenue Department. Data
analysls reveated 85.79 per cent of drop in bitls retating
to the Revenue DePartment.

Transactlons of bitts retating to fsEB (32,15 Per cent)
constituted one of the major business of the Project.
However, the number of traBactlons jn respect of /lsEB fett
from 11.36 lakh to 6.7 takh durlng the period from 2005-07 to
20f3-14,even though djrect connectivity to ySEB server was
estabtlshed ln the FREES system from 2010 onwards.
Th€ reasons, which contributed to the reduction, were as

the goai of provldlng stngleSystem not achleve

ParErrroh 4.13
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fsEB did not permit FRIENDS centres to accePt power

bitts with flne after the Pay-by'daLe for no meaningful

FRIENDS Centres were not pro\ided Mth Provlslonat
moutde to accept payments,when billing data was not
uptoaded in KSEB serve(;

Network probtems owing to hlgh network traffic and

unmanageabte server hlts were Pojnted olJt ln
paragraph, 4.9.6. During a test check conducted in
ErnakuLam and l(ozhikode Centres for the perlod from
December 2013 to ltarch 2014, Audit noticed KSEB

server downtlme recorded at these Ce tres rdnged from
20 minuLes to 10 hours per day as shown in Tab[e.4 5.

customerc ti. -Jgh FRIENDS Centres. lf there are any issues

of thls sort, yslTl't had always promptLy resPonded to
hightight these issues to the concerned dePartmentat heads

and his atways been tnstrumentaL ln ensudng that Lhese

isS.res are resotved on time. Once these e)(ternal Issues

were resotved, the seryices are made availabte at the
FRIENDs centres Mthout any detay-

Acceptance of cheques and DDs:

At present there 1s no provlsion for accepting Payments
from customrrs through cheque and DD and also there are
no facllity for accepting the payments through Debit and

Credit cards. For accepting Cheques and DDs, addldonal
staffs are requ{red to ensure promPt and timely remittance
and rccmciliation. The cash remltted by customers are
tElnsfened to the accounls of retpective departrnentl
through onLine facittty. 8ut f\slTr,l hls lnformed th:t
digculslons lro lnltiat€d to proYlde the fsctlttles of usihg
debiuoedh c.rdr rt the FRIENDS (entr6 for the
ben€ilciBrles.

(Jl
o)



ra

downtlme ln twoTab 4.5: Detalls of KSEE lerver

KozhikodeEanakulam

To Durafion
(H.rv)

Date FromTo Duration
(H,to

Date

7i00
PM

3:0020t0!
t20L4

4.00!1252,05
PM

3.30051121

m13
0.259.4530/01

12014
9.2010.00 0.30o6tL2l

2013
9.30

7,0012.00 7,00
PM

03/02
12014

2,00 3:10LA/12]
20L3

10.s0

7.00 1.20o4l02
120L4

11.{O2.OO
PM

1:2030112J

2013
!2.4D

0.459.00 9.451.00 04/03
INlA

1..O0 z.o077lO1J
20L4

9.30 0.3005/03
12074

9.007.00
PM

8.002 071

2014
11.00

7.00 4.102.5010.o0 19/03
n074

9.00 7.00
PM

271071
20L4

7.O0 8.1021103
lm74

10.509.00 7.00 10.002Al0u
20t4

FRIEIOS Centres)

FRIENDS Pfoiect6 was eMsaged as a singte window system,

where the r;sldent! can pay alt thelr utltity bitls at a slngle

location. The svstem shbr:Ld be avallabte at aLl timcs and

there shouLd nof be anv occoion, where the pubtic has to

the respectivened

thelr blll!. However in the be

Anatysls of datE o

return wlthout

(Il
_.1



survey conducted, 84 per cent of the public remarked that
they had to return without remlttjng thelr bltls. This
happened due to the deflciencies mentioned above and thus
the obJactive of provjdlng single window payment system
coltd not be aahleved.
TIle Govcrnment statcd (November 2014) that o^,ing to
network faltures, cspeciatty retating to XSEB and iiotof
Vehictes Department, tlmely seMces colld not be provided
to residents. The issues regarding real tlme data fetching is
aiso being taken up Mth KSEB. The repty 15 not tenabte in
audit, because many of the deficiencies mentioned above
could have been rectified by tirhety interventlon and
coordlnatlon with the partictpaflng departments.
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Sv.tcm dotrci.rd.t re.dtiD! ir d a l$!

Dara loss is Btr cIIor coDditio! in idolEatiod i!f,olllEdon
Svst.E d.nciepciEe rcruht!8 ir drrn lo!'

o Lo$ ofloriD dr.r o! 12.05.2011

KeTEIB Star m Mieiion tlas E 
'cd 

or' the

i$uc recddiDc lhc loo_svnilability of dara 'tor

tlc ruoisf i" fi"aar.hei" tiblc on 12r Eav
2Ol3 ald it is ftlEd tblt !Li! uls causcd by 3

Eclniclt iEruc otr.dvc! sidQ. Drihg t})' da&

of ocoEr€oc. of ihc issu! ststcd abovc' e-

Difrict ild FREBS drr.lasc wt E dcPloycd iD

caE! sciver ald the savt[3 war6 loca|d itr

sDC. Duc b lbc dritbas. lood Flstrd bsucs

h e-Din ict, FRBES debrs. tldpo dly
shiffcd to ttr6 Alpli..tioD Il slrvcx on

0U052013. O[ the root causc analyeie h ms

dostoYed by failucr Ecglclt ul storn8., proc69,{& AnaIFir

audit nsultj.rg dat8 lo8i ald thc o(a.Eplcs

gvcn
idcutificd by rhc code Str" did log th. 2

May 20 pcr loEr rablc, fhc 16l.ctsd

thc ddc EoE the tablc.

p.r thc data avai.bblc th. logr tablq thc "SKA" loggpd l!
09r0:454-9.1 thc llErch 2n 0 odv dud[g thc penod AoE to

09 126: 07 09 :2.6 i20 09 40 aud toE 4 :% :2 to 429'.36.

PGT th. dala amilabtc tr the coUcctioo tablq Uc uscr

collectcd 4 biIIs al 09 :39 09 :4'7148 09:54:05 Dst! aody8is

04 Iirbjlg dEta lots.
'thdc 2t84 iDsta[clq those logg.i loggcd

&c saBc dav idetiSod th.t E)3c. tct OE thc disk
Lss of whilc 3Av10g rrcords 15 a risk idorEr!oE sy3!0or,

gr"wth (1
sddr6s.d iEEcdialcly. &ivc due lh!

whidr JB Boss log fle 1[ application 2 which

dlo coDrai! thc FREBS dtEb8c
ataEbrlc upilat s u,ErE Dot do@'

rcault

Th€xe wss Eo lost of c€[6ctioE dara aod

ody 1039 of lo8 dat!- Thc coll..t d &aouds
r.coftilcd with Ba*. dlta oEd
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tralsftm.d to oorcspoDdlng dcpanhents No
issu. rEporEd Aom dcparhcrts rcgardinS
Eilsing cou.ltioEr.

D€dicetsd DsEbrisE sorvcd (MEstEI urd
Slavc) alocried for FREES DltabEsc. No
sud ils'rc rEpbrt d thcl!€frcr

a D.ta Con ctior oth€r tfrslr LociE
tlEledr

Drirg M.r!h 2010, Systcm !,!s r! thE tsiaJ
n,E^",sdng ph!s. FRBBS was lsul..hcd in
FRIENDS Thiruvourtbapuram oDly oa
24.06.20t0

R.n.dfuI M.!![I!! Thk tr

. Logt d in wtthour Logout:

Thi! isru. wBs dun!8 ths tcstinE phsse

Rch.diil Mcr!ur.! Thk€tr-

O)o

Haldlcd srssior tiEeoul event.urd brcwscr
closing cvalt3 bcforc Pilot I'n..r,ing Chccked
I,ogh hidory End it is foutrd tlal .ll re?ords in
th. loEilr' t6blc bavc bot! login tiEc & logout
tlac sincc 2015.

Non -Cr€ ior of e!!.ntirl nirter trble.

A Sood databas. rceds to be dcsig:cd ro !E$rc EinimuE l6vcl of Eisr!&es E

th. trEe of dlta eoty. OEc of thc d.thods to slhicve thi! obj!.tiv! is by
dlsiing Elaltcr tallcs Erd taD$stion ablo! with a East.f - dotril reLdiolship
bct*ocr rqastd tEbl. s6d ,rslJacriotr hblc. IX. nrstlr bblc will wort E &

2
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Non crlrtou of esertirl prn€r trbla

DosigEatior 6cld is ucd to storE user,
daligr8tior Sirce FRIENDS staEs ar.
dcput d AoB &ff.r.ot Dc?artroclbr'Psus, it
is lot cssy to populatc ,J dlc likcly



lookup toble fron which ProP.r dat! valu€s up i[ ihc ul?'

i.ntcrface for rastrictlag
datE h tho Esrtor ord

iulk vatrEs to bc stored

sta iru 6rer is of vital iEpc,rtsEc! sld diiicrl to thc
iD thc tablcs. CoElcEcs€

procrssiEa ard EportiDg of E-narcial aEd oP(rdiolrt dsta a! thc irfoE lion o!
E ster fll.s can affcct
Edcquatcly Ploteotcd.

Eany rds&d EsrssctioDs .ad E)l!t tbErEfot! bc

r€Pon Serqatiorl

'Ihcrc is a tsblc to stoE ll3€r crcd.otiab of ev€ry statr BGEb€I De iD thc

a""i-.tion Aaa of Ai" utle Is 6rtaEd/W&Ed bv caEh of th' Projcct L{aD'€rr

*t6"r , O^g" ,rto placa As tlE dcaigDatio! ficld b a[ cleGcrt (.{uitld

toi erolrpile h icnqato! of vsdoui MIS rcPorts, uoiquld's! of d!i' j! hc

ircfalt .iur] r" 
-*tut *iq* caFuriag of dsta rn thc 6et4 tIE dcaig!'ts could

i""" 
"*rr.l " 

uUf" zu a*ibaidq iE which the valu's {/Er€ tD be stored sl 6r
aI-;- "t""i J.ott*tc€;cd sl ihc rcquisite levcl TIIC 'r'aigu'rior field of

,i*-,$l.6da tc a*k td 6s a list box'd liDkod !o &e designaim tablo AMit
oou""a ,U io is abircc, Lhe desigtrEuon oI Sc ic€ Oftc6 was r€P€etcd

i",*r ti.". *it ofcn"ot 
"p.ulags 

oit. 'Sdvic,e oficad 
"s'rvic'o6c'd'*,l"f.nuCS"PPIcBR', 'scr;c!omc6f, 6tc.) ca{si!8 inacclEeci's ia MIS

de€igo"rio*. so i1 is dBign d to be t trxt
6eld Aror.l Rolcs aad sdvicrs alc glvcs

agai$t tla uslr aultr EticetioD. \ahich car bc

s.Lct.d ody foB a Iict box.

D.flci.lrcv iE [!e. rntrrhc.

Munioipsl CorpontioE &ts ntr mt bcitr8

rEcisv.d in.v!ry calcs ald thqt wEt! ollses

of iDcoErct rEtricvEl. oDca thc Sarvice

OECII dc4ides to ts}t orsoE(r iLivcr Eodq
be should lol conliEuc 6E t Dlactior with old

incnErecl d6r!. To aloid &ir, d,ta wil bc

c,IcaEd whcE hc cbaaS$ to ltrotlc. This was

016 of the l!4uest at the TcstiDg Phaea

o)

to rs 'w.b-d!ives' Eodc ia lhc aPpuetioE), whcs a

Scrvicc Ofrccr (SO) for c&ctirg P8)D!aq
likE coDsuBcr [uEb€E, bill Dunb.t, bil dEtc,

etc., to f.toh thc actud bi. rloor.d t@ thc sdver.

Er! not rEeivod wi&ir a tEasoDtbL tiEe owiag

uDrnaDsgcablc serv.r hits, fti SO t s thc optior, !o

mode that would .asblE hiro to itryx .hc billcd aBourt
Audit noticrd thet on su..h occasioos, wheo thc S0 switchcd

modc, the al$sdy eEtcrcd dda ws.e del6tcd conPeUiDg thc us€r to 
'Ertr 

thc d'b

D.lici.ocv ir us.f, ht rhcc

(refer.d
i!frrBdtio!'

a8a.a.

wlee rorl rinc cloilctivity is avaiJ.ableIn thc oElo ofMuliciPal ColPoratioDs,
bill ir Fodlcod to a

th. SO hrs to hpi ktY
distici wqd/scctioo/sub secioD,i

IJrEspotrlcs tolo th€ scrvax

to hiEh EGts,srL trdc or

twitcl to'curtooErdriYaEl
ftoE thc biu. Hov,ovc,

to cnrbrllcfiYaa
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sI{IEMENJ OF REA,IEDIAL I,IEASURES TAKEN ON THE AUDIT PARAGRAPHS CONTAINFI) IN THE REPORT OF
COMPTROLLER AND AUDITOR GENERAL OF INDIA 

'GENERATAND 
SOChLSECTOR)

FOR THE YEAR ENDED A4ARCH 2OI4
Eledronlcs & lnformafl on Technology Deoartment

o)N4-10.1.2

paraqraph 4.10.1.2 Absence of p6t imEhmentltion rcview

A post imptemertation Revtew (PlR) ls an actMty that is carded out
after a new buslness s!6tem has been ihplemented. The objectives
of PIR are to assess the slrstem functionatityr performance, ;nd cost
versus beneflts and to ass6s the effec veness of the tife-cycle
devetopment activhies that prcduced the system. The revlew
resutts can be used to strengthen the system as wett ai system dwet
opment procedures and re-engineering. But, Audit noticed that the
Management had not conducted any post implemefltation review gf
this apDtication.
Tiere was no provision in the erstwhjte FRIENDS +ptication to store
the detaits oJ remitting the co[ected amounts inio bank and their
final transfer to the accounts of concerned stakehotders. Thee
deflciencies prevented the top Management from exercislng
hanagerial controls. The tacunae in the system paved the way fo;
embeztement of cash. The deficjency continued to exjst in th; re
en8ineered appliaation FREES also.
The Govemment stated {November 2014) that instructions were
rssued to the c.ail to inforh the l,,lahagement about tle delay jn
remlttance on a daity basis. The reply is not tenabte ln audft ln;ew
of the fact that lnstead of adopting ftanua( monltoring mechani*n.
the rystem shorJld pror'lde facitjties to generdte requird LUS reDorts
tor enabung centralised monltoring by the l,{anacement a5 envisaeed
by the re-engjneered appllcation software.

New P€'s and PrinteB have been deptoycd to
FRIENDS Centres and Server Hardware
upgraded for better performarEe. Since
partlcipating departments have their own
ontine payment systen, perlodic review on
FREES appticatlon have been conducted.
However any noticable defects are roc fied
tlne to ttme.

I
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The from date and to date couection fields are

irtntained in bank remittance tabLe, as a Part
iiir"-"i""a requirement Duptjcate chattan

qeneration issue is rectifled.

O)(r)

,hrasraoh 4- l o-1.3 Revoklnp of valldation controls

Dointed out i
ition controts

'Cottection-[laste/retal n8without rtybte5 roPeta polngDesign n paragraphtBbtetance''Bank-Remltwithtabte toteadlngidvalofrevokingnoticedAudlt94. ankbtothe tabte retatinglnstoreddatesinationicdupt neratinSted ln geresutcontrolsdatlonennsufflciittancesm atreadyanks whichbtoofin deposlnsta resPectchat agaln nlue5lcateducausedates ptdThus overtap Plngnerated.se cate0682, duplb ghData roughtna(ysreportsgenerat
IJesatelcd067and'date UPIfn romectlocotlnatues reports.aU eless nydatathenderireate ngto-dn-cottectio

4.10.',l.3

be inducted ln for any eventuatities'
it.i.t instrr.tlons had been giYen to. the

iirENos i-tt* not to share the togin

credentrats.
iiJn-riiions trave ueen given to the ceatres ro

dlsabte the USB ports h the provldeo sysiem'

M.CERT.

tnistratoAdnDatabaseexclusiveITMKS nueoscohtistratoAsmand SYstem ofto shodageueDtionstransacmoniton ng itmentsfrom ng departrtlcipatipam ITfoeroffrcex(usrovrdetounable
KITK5FRIENDS.ofSecuritY

KerataolTea mResponsencyEmerge(Cyber
LlwhichndaKSITMnderufoamedhas been

' Par.rrdoh 't' I I .1 Lack of lnformatton securlty control

Confjd€ntiatltv,lntegrity and avaitabitity are to be the corc

;;:#;iliffi"ii;n securitv' lnstaltation of antivirus software

i:'i;'il".:ilil ftat to daia caused bv vlrut attacl$ Audtt

oblerved the {oltoMng taps€s in this regaro:

The Proiect didi not have an IT Secunty Officer'

"" 
*"ifiiit was available for recording and rePortjng

s€curitv lncldents.
ii-i".'],ilv intttu.tront were not orcuLated Periodicatty to

staff.

days

CentreslnsabteddinotUSB POrts nstat(edlnnotrusaof ntiYjrslons packageslcenL ced lnusedbeingtivlrusan packagesCentleany thesebothbutcen tres,akutamEmandnanth apuramThiru\rd
tesfl SystemionnltdefirusnotCentres updatlng

whlchCentrevirus li,tatappuramwithinfectedseen
Centre,lamn makuusln antivirusnot packages,s onefortheof systemncon aused -performanlrtfecti

3 4.r 1.,|



Periodic changes of passwords were not ensured. Data
anatysls reveated thar 355 us€rs had ne\€r chan8ed thetr
passl/vords.
No instructions w€re issued on password policy specifying the
structure and lengLh o{ password, changlng of passlrords,
secrecy to be malnltained. etc.
lh thrc! out of sh Centres vistted, user-lds and passwords of
Project Managers were sllar€'d Mth others defeating the very
purpose of logical Eccers contuols.

4 4-11.2

1 Thiruraoanthspuram

Idukki
91

Necessary instructlons had been given to a[
the FRIENDS Centres to deactivate the user lds
of retlred/tidnsferred emptoyees and the
lame been executed at att FRIENDs centres.
l,loreover the user ids o.f retired or transferred
proiect managers /System Adminstrators had
been btocked.

29

8

13

t5

13

15

2 It
3 Elelcl]lr1 37

+

5 KozLftod. It
6 KaD[ur 21

ParagraBh 4.'i 1.2 Fallure in deactiv-dflh{ user-ids of
retlred,ltransferr6d 6mplovees

Best lT practices demand Lhat in tle cas€ of retirement or transfer
oJ emptoyees, the systam adrflinistrator shouLd immedjaltety
deactlvate user accounts to pr€{r'ent unauthorlsed access to th;
system. However, Ardit noticed that tn atl the Centr€s vislted, the
active userids exceeded the totat number of the existing pe.sonne{
as slEwn ln Ta-ble4.4

Cti
A

Tabte 4.4 :Comparison of existing active Ltser-jds agalnst the existjhg
nneI

SI
No.

FNENDS Centl! NllEbor of

idr .

NuEbor of
crtlihg

parloDrel

ol
Being B web based rystem, such contrci deflciencies coutd provide
an oPportunlty for rnisuse by unscruputou5 parsohs



q
The Government stated (Novehber 2014) Lhat action were jnitiated
to disaDi! the userids in I espect of past emptoyees and j23 togin
accouts hAve atready been terminated.Audit of the vtew that
codtlnued monitoring is required in this re8ard.

5 4.1't.3

. hrarraph.4.ll.3 lnadeouate resrel!fion of duHes

Sesregation of dutles ensures that the data store is authenticated at
varlous leveh of supeMsory officers. lnadequate ln.thl5 woutd
increase the risk of errors belng made and remaining undetected,
fraud and the adoption of inappropriate worHng practices.
Project l,ianagers h6d the exclusi\€ responsjbiUty to opeo and ctose
shifts in the apptkation by priviLages granted to them in the system.
Generation of chatlan for remittjng money into bank and
conftma on of transfer credtt of Lhe same to ihe fnteNOS Coottng
account v{ere aly, the exctrEive duties of project managers. But ih
alt Centres vlsited, ALldit noticed that these duties werd performed
by either System Administrators or Service Officers defeating ttle
very purpose of segregatioh of duty.

ALt the fooiect managers have the
responsibllity of open and ctore the
appLication by privlLeges granted to thern, Few
lnstances due to emergency, the project
managers are assigned the responsibitity to
open and Ltose the appticatlon Lo the Svstem
Admlnistrator but not on riqular
bads.Houever the SeMce Offtcers have not
given any permission-

6 4,11.4

. Parasraph 4.i 1.4 Rlsk to IT assetj

Audit obseNed that lduldd cehtre had several shortcomings in the
facilities and the Jnfrastructure provided posed rlsks to lT;ssets as
discussed b€low:

The Centre is functioning from a dilapidated buitding, that
could not be closed as shown in picture below. There ts onty
one security guard looking after the centre Mth no substitute
arrangements when he is on teave,
The Centre deviated from the established procedure of
'remitting the daity cottectlon in the bank. Even when a
singlc day! cottectlon was as htgh as {9.55 Lakh durlng the
period, the bank did not send their st6ff to cottect the aash.
Since the cash should not be kept jn the Centre due to safety

Necessary lnsuuctioni had been gtven to
FRIENDS Centres to dlspose the scrap and now
the probtem has b€€n rectified.

cI)
ul



cashLheto carrycoftPetledmembersst3ffthe
b theand it day.hom bring

asCcntresotherdThe eviatlo notlced
dfia skre riPSU a batteddum POsinrySc pedap

unsusedotherandaba edndon computersthe
65meudit teaCentres6 viritedln by2disposed

ai conditione15heCentresictureshown P
not ng property

adh ncesithethat scraP201statednt 4tGovernmeThe
Iamram l{otn Th Ethnryanaenttes APUthe cof frornbeen disposed

structlonsinandKannu and KottaYamMata uramamthhan itta PPpat
forCentrestoissued other disposatbeenhad

FRIENDS ls fotlowing backup potlry of State
Government. To ensure the safety of data the
database ls configured to the SAN

oartitiofl.Backup bf the database are taken
Laitv and stored in seperate fite syfiem. ln

additionat to the backups avaitabLe in the tjle
svstem. daltY data backup are taken to the
LiO,{ taDes.'T}E lntegrlty of the dats inside

taDes are testd by restoring the data from
the tape once in two months. Necessary
provlsions are made to recover data during any

advece event.

Paracraph ,1. 1 2 Buslness contlnuitv and disastel reaoverv
Dlannlnc

Business continuity ptannir4 (BCP) ts workinS out how to stay in

business ln the ev;ni of a dlsruption. Audit noticed that approPrlate

business continultv plan and dlsaster recovery Ptanning have not
been formuteted.

Pardiraph 4.i2-l lnadequate backuD facitities

Backup refers to copying and archiving ot computer data so that it
may 6e used to resto.e the odginal after a dlsaster and also to
resiore files after they hav6 been accidentalty deteted or
.orruDted. Offsite storcare of backuD data would ensure resumiog

the business with mini;um time Lag in the event of a disaster tlke

fire, ftood, etc.
Whiie app;eciathg the measures adopted for ens0rlng backup, Audlt
observed that th; project had not ensured of{side storage of

backup, lnstead the backup was stored in the same location, where

sefters were ptaced. Atl the servers and tape catddges were kePt on

the ground floor adding hlgh risl$ to the data.

7 4.1?-.,4.12.1
9.4.12.7
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Paraqraph 412-2 Fl.ws ln the terms of annual mlintrhance
contract (alac)

guslness Continulty ptan should stso ensure that an entity's business
operatjon is not interrupted owing to pow€r fallurel and hardv.are
frilures. Edtenhg into agreements Mth Ali C prcviders would ensure
minimum interruption to the butiness, However , Audit noticed
several flaws ln the terms of contract and [ack of contJo[ oYer the
A.lrtc provided adversety affecting business continuity, as indicated
below.

. No hardware downtlme reports were obtained fl:om y'J,lc

provlder, tlEugh fortnightty report was stipuLated in the
terms of the contract.

o There was no clause retating to levy of penatty in the event
ol falture in providjng timety seMces.

" Though the tatest tihe to altend a fautt call was stated to be
24 hours, no tlme tinrlt.was fixed for rectificatlon other than
a passive statement ln the eartlest porsible time'

. Though preventive maintenance was stiputated to be done
once ln three months, no registers were malntained to
monitor the preventive maintenance.

. No preventive maintenance wa5 reported to be done except
in l alappu.am Centre.

o Hardwerc status/fautt registers were no[ maintained in three
out of six Centres visited. ln Thiruvanahthapuram and
iltatappuram Centres they were rnaintained onty up to April
2010. ln fozhlkode Centre, the dates of rectlflcations were

. not entered.

" In Thiruvananthapuram CenLre, in one of the cases, the delay
in rectification w?s 18 days and in another the deLay was 15
da!,s durlng the perlod test checked {2008-20'i0). ln 55 per
cent of cases, the det6y coutd not be ascertalned as dates of
rectiflcatlons were not entered.

stnce the cost qf aMc is high due to the otd
a8e equipments, new PC's and Printers with 5

year warranty had been purchased to avoid
a lc.

o,._l



I
ln the present systemr the transactions done
from the FRIENDs are settte w{th the
departrnent on the ne)d day (I+1) and Akshaya
transactjons are settte on the second day

O+2). A Pro/ision had been provided to the
Central Accounts Llanager to report the daity
detay in remittance,

4.14

ParaEraph 4-14 Non-rela'lsatton of oblectives bv oatlcloatlnq
deodrtments

The particjpating departments envisaged fasler recelpt of their dues

and leduction ln cosi of cottection from Lhjs projecL. However,Audit
noticed that these objectiYes of the participatlng dep6rtments were
not achieved due to the foltowing reasons:

" There was persistent delay in remitting the cottected money

to panicipatinS departments as detailed in Paragraphs
4,9.3,1, 4.9.3.2 and 4,9.3.3

" The i,iou with the bank attowed for collection of money
pertainjng to Saturdays and Sundays on(y on Monday lhus
detaying the payments to PartjciPating agencies.

, The money embe2zted has stltt not been Paid to the
participating agei.r:6 even after two years.

" ln the absence of appropriate supeMsion and proPer norms
for worldoad, there was underutllisation of staff, who were
deputed fron the partjclpating departmenB.

The-absence of rills reports due to lmproper system deslgn made the
monitorlng of timety paynents to particiPating departments
extreniety difficult. Thus due to lacunae ln the system design and lts
imptementatrcn, the partlcipating departments coutd not rqilise the
futt benefits of the FRIENDS / FREB project

crl
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€D(lr6ollcu@.

4,/

b



70

APPENDIX Itr

4!p_ep-di. 
c.s Fron-Audtt Reort-_

Appdltrr 4r
FRIENDS E€n Gaiary Surtq

(R.ftu@: PtaAraPh 4.7; Pi€. 69)

Name

Sex ard age : Male/Eenale 1g-30,30-6tv>60

AddEss/DisEict

t

L tt6e ofEn do you visit FRIENDS @E!?

G@Etry h.u uuh ri@ N yoo rEqutEd o wan bdoc
d; 3{tie is d.lt@d @ tou?

2

Hir of r0 EiEG o.la ps @io.
D.lir ol r0 E 60 EimrE Pd E @dDn
Ud6ilabiliry oI @dheotvilr'tor ho6

we tlEt oc@ioE ,ou lrtl b rEor.D YirlDu reEhrq
bills beor of loig qu.'E EMik @EEdvhy PFbls
*c!@?rettEdE of.klir:

Moc lh{6 dB a Ie

we t* mior wUo Y.t est lor EElf,ng r biU
you 4c rdo@ed rt6 rh bill @dd @( b. @ttl.d sic
tlE but d6ils EF Et sdllbl in ttE tst E .nd
ecEd you ro ,ist aedir ldr?

3

KSEB
BSNL
Bodr KSEB & BSNL

U tlE G@r E !h! aboe quetEon DuEbt a E afoErdtt.
EdE lll, which ae sch bi!s?

6
wq. tIEc oc6ioc DtB rD! r@itEqr bill d IRIENDS
Gi@ ald rh. D.p.r@t /Bdrd LtEd fi!. o! dE EFEtd
dqdE @ipt .rum t@lEd lh.E lG?

He yt! @d .@$ ffi io tb. r&dPe

E Do ,ou b.ee ar i@m cmrEabn ar IDB!?

No

w'!l] you pEaE a hdley for EEid!8 ldlbt bllls dEu€h
tffit udlrirg Et b in8/d{rft catrydebh.ad b dE
qistinr sv*@ of EEittns .ah a SRIENDS C€frE?

9

trrgbly pl..5hg

Hoii do you Ee tu h.hf,tolt oI @ure! sEtr,t0

llow .b you ri. tlE oelnll tlwices delirEld by
FRIENDS

I1
Go6d

SignanlJ€ o[ BeBeficiarf

a;
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(100500 each from Thiflvananthapu.aE, Emakrlatr1

Kozbikode and KaDnur distiicts

73 per cent experioced abseEce oI blljEg details iD

Of the above, 89 per c"nr had problelas witn i<SEB bitls, 3 Pe.
.ent wi*r BSNL, 3 per .ent wi1h both KSEB ard BSNL a.d 5

wil\ otner bills

12

Number of participatrtsi
Thiruvanafltlapuram, Malappuram, xozbikod"Emal$lam,
and KaDEurDisEicls suraeyed2

Male .oBstituted 75 P€r cent aEd femaie were 25 per centRepreseDtatiou ol Male &
Ferlale

Frequency of visithg

The majority sui/eyed (55 per cen.) 1^'as i,
- 60. Serior citizens (Above 60 y€aE) u€re

rhe age goup of 30

i8
C7 visit FzuENDS3

in25visit30
less.lim€sfour8 Yisit
waitthatthe they22 !P

hadles L4 eyonly
rI59Wbile

30had30 The remamrog

of 18 - 30.

6
waitiEg ttre ior seFice
delivery

dido{16 peo!]e
bills The remainingreEiiEDgd€lay

billsad wih cayNetwork deia,

wanr of riEely updating
of bittDg data b,
padicipatirg agercies

7 per cent l,ad problems caused by delay in fumishing
co[ecooo particulars by FRIENDS.

I LelTiEg of p€Ealty from
I .onsxmere forl.re transfer
] of collectioE deEils to the

I respecdve agencies.

I

110
aB per cenr of the people suveyed had i.terrer connectivity al

11 Home itrtemet fa.iliry

Provision for palneDt
ihrough rle iDterner

w'hile 14 per .en. welcomed provisioE for payment

intemet" 86 per cenr wanted serices ttrrough FRIENDS
through

99 per ce^t Eted lhe behaviour o{ counter srari as highiy
13 Behaviour of counLer suf{

it by
FRIENDS

68 per .eft la&d rhe overall services as very good or gocd

"4Ppedix 4.2

R6ult of Bstfi.iarY SffveY

(Relen..: PatagEPh 4.7; ?age 69)

FRIENDS
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Appadk 43
Details ot v&iati.E iE rL€ averag€ Eaec.io!6 p* cetrre per shirr

(RdE@e: Patagapt 4.10.3j Page 76)

I 753 13 i71
222

3
190
i2162

133 21

.q Idulki 53 2 2)
5 31

B 119 6 a4 96
3 20
13 6
11 5

3
l: 239 6

M

1:

vP




