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. Expresslon of lnterest lnvlted for the Securlty Audlt of web Appllcailon lncludlng Web
servlces from CERT-ln Empane[[ed Organlzailons

Scope of Work

Kerata Legistature Secretariat (KLs) is inviting Expression of lnterest from CERT-ln Empane[ed
Agencies for the security audit of one web apptication including web services. The said
apptications need to obtain the 'safe-to-host" certificate from CERT{n empanetted agencies
before hosting the same on State Data Centre.

Technical detaits of the apptications are attached as Annexure I for reference. The setected
CERT-]n empanetted security auditor shoutd compty the fottowing:

' The apptications should be audited as per the CERT-IN Guidetines and other industry
best practices.

' The apptications shoutd be thoroughty audited and must identity att the security
vulnerabitities with the objective of enhancing the security of the apptications.

' Provide recommendations to mitigate att idenflfied risks and ensured that it is free of
any known vutnerabitities or exptoits.

' The Auditor shoutd co-operate and provide att necessary detaits or evidences, as
requested by KLS.

' The selected security auditor shoutd provide continuous support to the devetopment
team in fixing of the vutnerabitities found during the security audit, if required.

' 0n successfut completion of the security audit, furnish certificate for the appticaitons
stating that the applications are safe for hosting on the SDC server.

Terms and Condltlons

onty those organisations/firms that are currentty empanetted with cERT-ln are eligibte
for submitting the Expression of lnterest

The security audit certificate must be in comptiance with the cERT-ln standards.

The payment wit[ be made onty after submitting the finat security audit certificate on
completion of the Audit.

No claim for interest in case of detayed payment wil[ be entertained by the KLs.

The time required to complete tecurity audit' shoutd be cte

Expression of lnterest .

lncomptete or conditional tender witt not be entertained.
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