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- Expresslon of Interest Invited for the Security Audit of Web Application Including Web

services from CERT-In Empanelled Organizations

Scope of Work

Kerala Legislature Secretariat (KLS) is inviting Expression of Interest from CERT-In Empanelled
Agencies for the Security audit of one Web application including Web Services. The said
applications need to obtain the “safe-to-host” certificate from CERT-In empanelled agencies
before hosting the same on State Data Centre.

Technical details of the applications are attached as Annexure 1 for reference. The selected
CERT-In empanelled security auditor should comply the following:

The applications should be audited as per the CERT-IN Guidelines and other industry
best practices.

The applications should be thoroughly audited and must identity all the security
vulnerabilities with the objective of enhancing the security of the applications.

Provide recommendations to mitigate all identified risks and ensured that it is free of
any known vulnerabilities or exploits.

The Auditor should co-operate and provide all necessary details or evidences, as
requested by KLS.

The selected security auditor should provide continuous support to the development
team in fixing of the vulnerabilities found during the security audit, if required.

On successful completion of the security audit, furnish certificate for the applicaitons
stating that the applications are safe for hosting on the SDC server.

Terms and Conditions

Only those organisations/firms that are currently empanelled with CERT-In are eligible
for submitting the Expression of Interest

The security audit certificate must be in compliance with the CERT-In standards.

The payment will be made only after submitting the final security audit certificate on
completion of the Audit.

No claim for interest in case of delayed payment will be entertained by the KLS.

The time required to complete ‘security audit’ should be clear z in the

Expression of Interest .

Incomplete or conditional tender will not be entertained.



